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Abstract

Analyzing how modern networking systems perform is hard due to their complexity. To
meet their requirements, these modern systems rely on many interconnected hardware
and software components. In order to gain a deep understanding of such systems, it is
crucial to understand the interactions of the many components involved. Existing tools
can’t trace what hardware components such as network cards do down to the level of
e.g. individual memory accesses, even though these can have a significant impact on
performance. The information needed to gain detailed insight into hardware itself is too
expensive to record and analyze on real hardware in production environments without
significantly affecting the systems’ performance. Furthermore, the act of tracing itself may
influence the system such that the information of interest is simply no longer measurable.

In this work I instead advocate evaluating systems in modular end-to-end simulations to
provide deep visibility without affecting system behavior. Simulations offer a powerful
alternative to real-world tracing. On the other hand, recording every detail in production
systems is expensive and disruptive. Simulations let you examine a system down to the
hardware level virtually, without affecting system performance. By modeling individual
components and their interactions, simulations provide detailed logs, offering an in-depth
view of complex systems. However, it remains a challenge to reconstruct the behavior
across the full system using these detailed simulator logs. These log files become quite
huge especially when examining hardware. This makes it difficult and impractical to
understand the interactions of the involved actions by using simulator log files alone.

This thesis proposes Columbo, a framework aiming to solve this problem by combining
simulation with distributed tracing. Simulation provides deep visibility, while distributed
tracing helps users to understand the cause-and-effect relationships between events across
different simulated components. Columbo uses detailed log files written by different
simulators composed into a modular full system simulation. From the information
contained in the individual log files the framework creates distributed traces which can
be exported to battle tested distributed tracing tools to easily visualize and query traces.
This enables users to understand the interactions between different components and to
answer questions like "what was the average end-to-end latency within a simulation" and
"how was this latency distributed across individual components".
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Chapter 1
Introduction

1.1 Understanding system performance is hard

Understanding the performance behavior of modern networking systems is hard due to
the complex interactions between the involved components. Therefore, tools are needed to
help researchers and practitioners reason about the characteristics of a system. Traditional
end-host networking stacks struggle to keep up with increasing datacenter access link
bandwidths. This situation gets even worse with the slowdown of Moore’s Law and the
end of Dennard’s scaling [38, 54, 31]. As a result, bottlenecks are rarely in the network
itself but within end-host hardware- or software-components [44]. In order to deal with
these problems, a variety of different solutions have been developed, reaching from Linux
network stack optimizations [31, 45, 23, 14] over to hardware offload mechanisms [24, 33],
which are by now widely adapted in modern datacenters to meet the high demands for
throughput, low latency and low CPU overhead [31, 54]. To leverage these solutions
full capabilities and exceptional performance, users need a deep understanding of their
systems’ complex behaviors [54]. However, building such a deep understanding is difficult
due to the size and complexity of these modern stacks, which include many tightly
integrated components such as the application, kernel, drivers, network interface card
and network that affect the end-to-end behavior of these systems [31, 32]. As the overall
performance of such systems is a product of the complex interactions between the involved
components, understanding them is necessary.

As a result of these trends, researchers and practitioners alike have a need for performance
analysis tools enabling them to understand the complex behavior of these systems end-to-
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Figure 1.1: Simple Client-Server network topology

end. Consider, for example, a client is sending packets to the server in the simple network
topology shown in Figure 1.1. When this packet is received, it may be affected by the
client’s NIC that is suffering from head-of-line blocking because it’s buffer for outgoing
packets has become full, thus delaying the sending of a particular packet. Another reason
influencing the performance of such a system might be simply that the NIC in such a
topology issues lots of interrupts indicating the arrival of packets. Such interrupts have
to be handled on host side and incur large overheads.

In particular, being able to explain system behavior by understanding the interplay of
different components and gathering inside on how end-to-end latencies are distributed
across the different components involved, is crucial.

1.2 Distributed Tracing provides insufficient visibility

The need for correlating and integrating data across components, system and machine
boundaries is not new. Users often need to perform distributed tracing for distributed
systems, i.e. correlate information/events from one system with those from another to gain
the necessary insight into the overall end-to-end behavior of the system. This is especially
true if problems span multiple components or systems. To do so, researchers came up
with the notion of a context that follows the execution of applications in distributed
systems through events, queues, thread pools, caches and messages between different
components. Contexts causally connect events on the execution path at runtime and
enable a number of different tools [46]. Distributed tracing tools have been developed by
researchers and practitioners alike [52, 28, 36, 34]. These tools allow users to causally
connect events and logs in different systems across their boundaries, by propagating trace
context in the form of request- or event-IDs between the involved systems [46].

Distributed tracing provides, in principle, the concepts and functionality that is needed
to gain the visibility wanted as described in Section 1.1. The problem with classical
approaches is however that they usually only extend to tracing the involved software
components. None of the aforementioned tools gives visibility down to hardware compo-
nents [52, 28, 36, 34] i.e. one usually cannot see what e.g. was happening inside a NIC
down to the PCIe level when using classical distributed tracing approaches. However,
the contemporary microsecond-scale network stacks present a challenge in this regard.
Performance bottlenecks or anomalies within the hardware components, such as PCIe
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interconnects, network interface cards (NICs), network switches or accelerators, frequently
have a significant impact on end-to-end performance. [50, 48]. Looking at our example
topology in Figure 1.1, it may be necessary to have this level of visibility into, for ex-
ample, the NIC and its registers or memory in order to fully understand the systems
behavior. With classic distributed tracing approaches the visibility would however end
at the respective hosts’ software stack and not reach into the NICs or the network itself.
The reasons for that are diverse. At the fine granularity of individual network packets,
PCIe transactions, hardware cycles, recording and transmitting the necessary information
for analysis is prohibitively expensive and may affect the behavior and performance of
the system under investigation making it infeasible.

1.3 Visibility through Simulation

Simulation is well suited to providing the necessary insight, as described in Section 1.1,
into systems. There are two reasons for this:

1. Getting visibility at the fine granularity of individual network packets, PCIe trans-
actions or hardware cycles, recording and transmitting the necessary information for
analysis is expensive but sometimes required. This however makes instrumenting
real production stacks or instrumenting physical testbeds infeasible due to the large
overheads introduced, thereby affecting the behavior and performance of the system
that one wants to understand. In a simulation, however, you can get as much
information out of a simulation as you need without affecting the simulated system
at all.

2. If physical testbeds are not available, because ones work requires cutting edge
commercial hardware that is not available at the time of publication, or because
hardware extensions to existing proprietary hardware are being developed, or
because entirely new ASIC hardware architectures are being proposed, simulation
can be a viable alternative, allowing to simulate the required components that are
not yet available [44].

Since the ultimate goal is to understand systems across component boundaries in an end-
to-end environment, turning to simulation requires simulating each component involved.
This becomes feasible by making use of Modular Full System Simulation frameworks
like SimBricks that allow to compose end-to-end simulations by attaching different and
already existing simulators to each other. That way whole topologies can be simulated
end-to-end [44]. Because simulators, such as those used by SimBricks, usually provide
deep visibility in the form of log files, one can theoretically easily access all the information
that is needed to understand the complex behavior of the components involved.
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1.4 Contribution

In this thesis I propose an alternate approach to obtain in depth visibility into system
performance: specifically I propose running systems in modular simulations and combine
individual simulator logs into detailed full system traces.

When considering the use of modular end-to-end simulation and the visibility provided
by the simulators used, it is important to note that huge amounts of data are generated
during such simulations. This is especially true when providing visibility down to the
hardware level. If users want to understand the behavior end-to-end, they are faced
with the tedious and unfeasible task of correlating the data stored in one simulator’s log
file with the data provided by another simulator. This approach would clearly negate
the advantages of modular end-to-end simulation and its visibility. Therefore, tools are
needed that allow users to easily correlate and investigate the information provided by
the different simulators.

This work aims to address this need by providing Columbo, a framework that allows users
to gain the necessary deep insight into systems as described in Section 1.1. To this end,
Columbo allows to combine the advantages of modular end-to-end simulations, namely
deep visibility, with the advantages of distributed tracing, allowing to understand causal
relationships between events to easily reason about the end-to-end behavior of systems.

The key idea is to harness log files written by simulators during a modular end-to-end
simulation of a system of interest. Within these log files the detailed behavior of the
simulated systems down to the hardware level is recorded without affecting the simulated
system at all. These log files are then in a second step used to create events and spans
that are then causally connected to form a distributed trace through the simulated system
across simulator boundaries.

In the following, we will have a closer look at what distributed tracing is and how context
propagation is usually done. We will then discuss modular end-to-end simulation, and in
particular SimBricks, a framework that makes it easy to set up such simulations [44]. Then
Columbo, its implementation and how context propagation differs from some classical
settings are discussed before diving into the evaluation.



Chapter 2
Background

2.1 Distributed Tracing

Modern Internet services are nowadays often realized as distributed systems [28, 36, 52].
Such distributed systems can be found in many successful applications such as web search,
social networks, data analytics applications, large-scale machine learning applications,
to loosely-coupled microservices, serverless lambdas [46], DNS or simply databases [36].
In order to achieve a high level task multiple components of such a distributed system
perform a narrow slice of work. Additionally they communicate across software, process,
system and machine boundaries to perform and ultimately fulfill that task. Due to
their distributed nature do distributed systems not provide a central point to collect
information about their execution unlike standalone applications [46]. This is however
a problem as developers need a central point of view that provides deep visibility into
such systems in order to understand the interactions between the different components
involved across software, process and system boundaries to reason e.g. about performance
characteristics or failures of such systems.

Distributed Tracing provides this visibility end-to-end in distributed systems [42]. Dis-
tributed tracing achieves this by first recording i.e. logging events within the involved
components respectively alongside event-timing information [46] and combining these to
form a span. Note that this event creation happens on the critical path of the software.
It adds overhead and therefore degrades system performance [42]. This event creation
usually happens in software and requires users to instrument the target application they
want to trace. These aforementioned spans usually represent individual units of work
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that were done inside a component, whereas the events represent the even smaller actions
that were done to perform that individual unit of work. The spans created while tracing
are then connected to each other to form a tree like data structure in which a parent can
have multiple children [1]. This tree like data structure describes the path a request took
through the different components of a distributed system as well as performance costs
incurred at the visited components and timing between events [46]. Therefore, the causal
connections and ordering of these events across software, process and system boundaries
are captured [42].

2.1.1 Context Propagation

To be able to establish the causal relationships between events/spans encapsulated within
a distributed Trace as described in Section 2.1, developers and researchers generally have
two different options:

1. Metadata Propagation. One approach is to explicitly propagate metadata
through all components of a distributed trace, allowing events and thus spans to be
correlated. Such metadata could include a unique identifier for the current execution
like e.g. a request ID. In such a case each event is upon generation annotated with
these identifiers or more generally with the current context of execution. This
attached trace context allows distributed tracing backends to correlate events and
the spans they form to each other to ultimately construct the directed acyclic
graph like structure that represents a trace. Trace contexts need to be propagated
through the whole execution across all system, process or machine boundaries.
Consequently, this approach requires non-trivial changes of all components involved
at the source code level to allow for the propagation of that context alongside
the execution [46]. Propagating trace context across all component and process
boundaries alongside requests incurs additional runtime overhead on top of the
event generation. Generally this approach was however rather successful in practice
and found broad adoption [36, 40, 52].

2. Inferring Relationships. The second approach is to not propagate such trace
context at all but to infer relationships between events offline by making use of
the information contained within the logging statements that create events. Data
allowing to infer such relationships may be IP addresses or memory addresses.
Alternative approaches for inferring causality may make use of machine learning
models or other statistical methods to infer causality between events/spans. Mag-
pie [28] showed for example that causality between events can be inferred after the
actual execution already finished. This could for example be the case if start- and
end-events generated within the same thread of execution exist, allowing to infer
that all intermediary events are causally related. In a similar fashion causality may
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be inferred across component boundaries when send and receive events are present
on both sides of the boundary. Such approaches avoid the need to propagate trace
context completely [46]. As a result they do not require modification of the involved
components at the source code level to allow for metadata propagation.

The work presented in this thesis also falls into the category of inferring relationship
tracing tools. Similarly, as mentioned above, the framework makes use of the natural
boundaries of the components involved and the fact that start/send and end/receive
events can be generated during simulation to correlate events across component
boundaries. More on that in Chapter 3.

2.1.2 Sampling

Trace creation incurs overhead on several occasions. First, events have to be generated
at the components involved/of interest. Depending on the chosen approach for creating
causal connections, trace context needs to be propagated between components. As a
result the data generated for creating a trace is spread across multiple components. This
trace data is in a next step send to tracing backends that receive the data for aggregation
and processing. The processing, i.e. the construction of the abstract representation of the
traces, also incurs runtime costs. In the end traces are stored in a way that allows users
to later on query and analyze them [42].

As a result overheads should be minimized. One approach to do this is called sampling.
The idea is that instead of tracing each and every request / execution path through a
distributed system, to only apply distributed tracing on a subset of these. An important
aspect of this technique is that either a trace is captured in its entirety with all its events,
spans and causal connections or not at all. This approach is rather successful as one only
has to pay additional costs for trace creation, processing and storing if data is collected
and processed at all [42]. Two typical sampling approaches are as follows:

1. Head-Based Sampling. The first approach is to make an immediate decision
on whether to trace a request or not on its arrival into the system. This approach
has been taken, for example, by Googles Dapper [52] or Facebook’s Canopy [40]
tracing system. This clearly reduces tracing overheads when the system decided
to not trace a request before that requests actual execution. One problem with
this approach is that if the decision is made before the actual execution has taken
place, the decision must be made randomly. This usually means that the set of
sampled traces contains to a large extend the traces of the most common execution
paths within a system. This is bad as a lot of overlap and redundant information is
processed and stored. Edge cases on the other hand will only rarely be sampled,
which consequently harms the general usability of such a tracing system [42].
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2. Tail-Based Sampling. In contrast to head-based sampling, tail-based sampling
captures traces for all request entering a distributed system. The decision on
whether to keep a trace or not is made once a trace was generated and sent to a
tracing backend. This is viable as the trace generation is compared to the actual
trace processing, storing and querying cheap in terms of runtime. Paying the trace
generation cost has the advantage that such systems can make use of the trace data
to make a decision on whether to sample a trace or not. As such that decision can
be biased to only further process traces of the largest interest and discard others.
This results in a trace set containing traces of higher value which potentially allows
sampling overall much fewer traces to receive an equally helpful set of traces as
compared to head-based sampling [42].

2.2 Modular Full System Simulation

As mentioned in Section 1.1 are modern end-host networking stacks struggling to keep up
with increasing datacenter access link bandwidths. This becomes an even bigger problem
considering the slowdown of Moore’s Law and the end of Dennard’s scaling [38, 54, 31].
In addition, does modern multi-core hardware start to hit a power wall. These trends in
combination with a new emphasis on data centric applications processing vasts amount of
data are disrupting [25] and result in a situation in which bottlenecks are rarely located
in the network itself but within an end-hosts software or hardware components [44].

One way of dealing with this problem is e.g. to optimize the Linux network stack such
that it fits the currently required need or to introduce solutions that bypass the OS kernel
[31, 45, 23, 14, 49, 39]. Another potential solution is the introduction of hardware offload
mechanisms [24, 33]. Generally, there is a trend on using more and more accelerators
for anything and everything, both general purpose or embedded computing [25]. By
now, hardware offloading mechanisms are widely adapted in modern datacenters to meet
the high demands for throughput, low latency and low CPU overhead [31, 54]. It is
notable that many of the newly introduced components absorb more and more system
level functions such as device controllers or network interfaces [25].

Due to all the variability within these modern system stacks became very to hard
understand and make predictions on a systems overall performance/behavior which also
heavily depends on an applications characteristics [25]. A deep understanding is however
necessary to make full use of these solutions exceptional capabilities and performance
due to their complex behaviors [54]. Building up such an understanding is very difficult
due to the sheer size, scale and complexity of such systems that comprise many tightly
integrated components like the application, kernel, driver, network interface card and the
network which influence the end-to-end behavior of these systems [31, 32].
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As a result of these trends researchers and practitioners alike have a need for tools aiding
them in understanding the complex behaviors of these systems. Ideally such tools shall
allow for an arbitrary detailed analysis [25]. This is where simulation comes in, as it
can provide the deep insight needed for researchers and engineers to gain an in-depth
understanding of these complex systems. When trying to understand such complex
systems using actual physical hardware, lots of information, depending on the used
hardware, is hidden from the user behind opaque devices or internal buses. In contrast,
simulation provides visibility into all the components of a system one is interested in [35].
In simulation, arbitrary complex queries can be executed to gain insight on the simulated
system. Additionally, does simulation generally allow to stop the virtual time which in
turn enables users to investigate a system at a specific point in time. All this can be
achieved by simulation without affecting the simulated system at all[35]. In principle, the
user can extract as much information as possible from a simulation and the components
involved, without the overhead of doing so being reflected in the simulated time. This is a
particular advantage compared to physical testbeds, where gaining this level of insight can
introduce significant overheads that also impact performance. Besides, it may not even be
possible or feasible to get the information one needs. This can happen, for example, if the
hardware of interest is not yet accessible, does not allow the probing of the information
of interest, or the probing would generate huge amounts of data even in short periods of
time, making it infeasible as the generation of this data would have too great an impact
on the timing information of interest.

For these reasons, system architects have turned to simulation through virtual prototyping
to evaluate or validate design ideas. Simulations are used in a wide range of areas. It
is e.g. used in replicating and simulating a specific architecture in software, allowing
architects to explore and validate the functional behavior or the performance of the
proposed architecture designs. This approach also enables early software development and
allows architects to perform non-intrusive debugging. Therefore, it enables users to shift
to software prototyping were the system is entirely simulated in software and away from
cumbersome hardware prototyping [43]. Especially the so called full-system simulation
has proven to be very useful over the past decade. It is a valuable tool aiding developers
in the creation of new systems, ranging from embedded system, telecommunication
infrastructure to servers and high performance computing solutions [35].

Full-system simulation typically handles two aspects of simulation:

1. Hardware. The hardware is modeled completely. That means not just the
processor but also it’s peripherals are simulated. More specifically does this lead
to a simulation simulating the involved hardware complete enough to run the real
and unmodified software stack that would also run on the real actual hardware on
top of the simulation. There are models for the processor, memory, peripherals,
buses, networks or other interconnects depending on the system being simulated,
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so that the software cannot tell the difference between the physical and simulated
systems [43].

2. Software. The full software system is modeled. Considering the software side of a
full-system simulation it is often the case that besides the hardware, the software
that is needed for running applications on the hardware is modeled completely. That
means essentially that not only a user space application is modeled, but also the
operating system [43] is modeled such that user space applications can be executed
on that operating system without any modifications. This also allows users to gain
insight into the actual operating system running within the simulation, rather than
only the simulated hardware, which is interesting when considering the interplay
between software and hardware.

Because full system simulation models the hardware and its peripherals, as well as the
operating system, and allows unmodified application software to run, it is a great tool for
researchers and practitioners alike to validate and explore their design ideas. However,
the ability to model such systems comes at a cost, as managing all the alternatives of how
different components can be modelled within such a simulation requires the development
of structures and interfaces that allow users to flexibly and easily compose systems by
assembling different components into a variety of simulation configurations [30].

This is where the modularity of Modular Full System Simulation comes into play. Modu-
larity and clean interfaces allow users to focus on particular components involved in a
simulation without the need to understand the whole system with all its modules/com-
ponents [29]. This modularity allows e.g. that each device, processor or memory model
can be developed more or less independently and be supplied as needed to simulations,
allowing for fine-grained control over the features required for a simulation a user is
interested in [35]. Another advantage of modularity is that it makes collaboration with
other researchers or practitioners much more easy. Depending on the actual realization, a
modular design allows the use of an excellent simulation framework by developing and
using a module that is currently required, without the need to understand the whole
system or to leak any intellectual property [29, 35]. Examples for such modular full
system simulators are Gem5[29, 12] and Simics[47].

For these reasons is Modular Full System Simulation a valuable tool aiding researchers
and practitioners alike in validating, testing and understanding complex modern systems.

2.2.1 SimBricks

As described in Sections 1.1 and 2.2 do researchers and practitioners alike turn to
simulation in case physical testbeds might not be available or visibility and flexibility
as offered by simulation are required. For this purpose, commonly used tools in the
networking domain are for example ns-2 [18], ns-3 [5] or OMNeT++ [53] while hardware
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designers might employ Modelsim [16] or Verilator [22], whereas system designers might
focus on full system simulators like gem5 [29] or Simics [47]. While all of these are
outstanding work, they fail in enabling true end-to-end simulation and evaluation. The
reason for this is that none of them is able to simulate all components that might be
involved within an end-to-end evaluation of a system: hosts, devices and the network
itself [44].

SimBricks solves this problem by providing a framework that allows to easily combine
different simulators required for simulating the necessary functionality in order to enable
true end-to-end simulation [44]. Unless explicitly stated otherwise, everything within the
rest of this section references SimBricks.

SimBricks is based on the idea of using existing or new host, hardware device and network
simulators and connecting them to create an end-to-end simulation of a complete system,
allowing users to run unmodified operating systems, drivers and applications. This allows
to make use of the great ecosystem around simulation which lets users benefit from
years of research and engineering efforts. Currently SimBricks does support ns-3 [5],
OMNeT++ [53] and the Intel Tofino simulator [13] for network simulation, Verilator [22]
for hardware RTL simulation and gem5 [29], Simics [47] and QEMU [19] as host simulators.
These simulators allow users to cover a broad range of end-to-end network simulations. To
this end, SimBricks is a modular, full-system simulation framework that allows to perform
true end-to-end network system simulations. The here presented framework makes use of
SimBricks simulations to create Low-Level End-to-End System-Traces. Therefore, in the
following we will have a look at two important concepts of SimBricks in regard to the
framework presented in this work.

SimBricks Modularity and Simulator Interfaces

As mentioned is SimBricks modular. This modularity is achieved by running individual
simulators as separate processes in parallel. Each simulator simulates an individual
component. To connect them together to a large end-to-end simulation, SimBricks makes
use of natural boundaries between components that are involved in such simulations,
specifically PCIe and Ethernet. For that reason does SimBricks provide well-defined
Interfaces between component simulators. These interfaces specify that the NIC and
network simulators are connected via an Ethernet interface, and that the device and host
simulators are connected via a PCIe interface. Both of these interfaces are asynchronous
and allow specifying propagation delay as in physical systems. In case one wants to
integrate a simulator for usage with SimBricks, its necessary to add an adapter that
implements the required component interface. The adapters, conceptually placed at the
natural boundaries such as PCIe or Ethernet, are used to exchange messages via message
passing to send requests and receive responses to and from the adjacent simulator. Now
we will have a closer look at the two interface types:



12

1. PCIe Interface. Instead of dealing with the complex details of the PCIe protocol,
SimBricks defines the PCIe component interface on PCIes transactional layer used
for data operations. Simple settings like link bandwidth and latency are used to
abstract away the physical details.

Using this PCIe interface both host and device can initiate reads and writes that
are complected by the other side. For that reason does the SimBricks PCIe interface
define Dma-write/read messages as well as Mmio-write/read messages. Dma data
transfers are initiated by a simulations’ device simulators whereas Mmio accesses
are initiated by host simulators. All data transfers are asynchronous like in real
PCIe. In case a request has finished, either the device simulator issues a Mmio
completed message or the host simulator issues a Dma completed message, using
their respective adapters. These messages carry identifiers that allow simulators to
match requests to responses.

2. Ethernet Interface. Like the PCIe interface does SimBricks Ethernet component
interface abstract away low level details of the Ethernet protocol. Instead, only
Ethernet frames in the form of packet messages are exposed that carry the payload
alongside the packet length. This interface is simpler than the PCI interface as no
completion messages or similar are generated. In this case this is not necessary
because this information is implicitly captured through the notion of packets. In
case e.g. a NIC receives a packet message it receives the packet alongside it, so
there is no need to create extra completion messages for that purpose.

The send and receive events present in the PCIe case and the fact that this information
is encapsulated in Ethernet packets anyways, are important for the work presented here
for the purpose of trace context propagation. More on that in Section 3.6.2.

SimBricks Time Synchronization

SimBricks provides the option to enable time synchronization among simulators without
the need for a global synchronization mechanism. The key to this synchronization is
that SimBricks enforces message processing times. Within SimBricks all communication
between different simulator instances is explicit through message passing. These messages
are passed between SimBricks adapters. These adapters are connected point to point at the
natural boundaries mentioned beforehand. For this reason it is enough to guarantee that
messages are processed at the correct time to ensure synchronization across component
boundaries. This is enforced because message senders must tag messages with the time
a recipient needs to process them. As SimBricks message passing is point-to-point and
statically determined by the simulation structure, it is enough for SimBricks to implement
pairwise synchronization.
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The messages send through these point-to-point channels have monotonic timestamps
and are delivered strictly in order. SimBricks uses the fact that a connection between
simulators incurs a propagation latency ∆i > 0. If a message is sent at time T over
interface i, it will arrive at T + ∆i. Therefore, message timestamps in a channel are
monotonic assuming that the attached simulators have monotonic clocks. From this,
it follows that no messages with timestamps < t will arrive at that channel in case a
message with timestamp t was already received. This allows a simulator to advance its
clock to T in case it receives messages with timestamps ≤ T from all its peers. With
this no further coordination is needed. To ensure liveness however, SimBricks introduces
synchronization messages that are sent by simulators if they didn’t send any messages
for δi ≤ ∆i time units. This allows simulators to make progress even if no data transfer
messages are exchanged.

The option to enable time synchronization across simulator boundaries is important for
the work presented here as well. More on that in Section 3.1.





Chapter 3
Design

The work presented here proposes Columbo, a framework that allows systems to be run
in modular simulations and individual simulator logs generated during a simulation to be
combined into detailed full system traces. Columbo aims to allow doing so while achieving
the following goals:

1. Modularity. Columbo must be modular to allow easy integration of new compo-
nents and easy adaptation to changes within already integrated components. The
framework makes use of modular simulation, so it is important that the framework
presented here is also modular. This is important because modular full system
simulation allows the simulation of different components as well as the execution
of unmodified operating systems. This allows different types of hardware, or more
generally, systems, to be simulated. Columbo should reflect this in a way that it
can easily adapt to the use of different simulators or simulator components.

2. Non-Invasive. Columbo should be non-invasive, i.e. it should not require any
changes to the simulators used, as this would compromise the modularity and easy
integration of new functionalities. The goal is to create end-to-end full system traces
that establish causal relationships across component boundaries. However, modular
full-system simulation allows new components to be added or existing components
to be modified easily. The need to instrument simulators or simulator components
for use with Columbo would be a tedious and error-prone task for large simulators.

This means that no instrumentation should be required, as is often the case in
classical distributed tracing environments, in order to establish causal connections
between events of different simulators. Simulators that are capable of writing a log

15
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file should be usable out-of-the-box, given that the necessary parts of the framework
presented here, such as log file parsers, are implemented.

3. Online. Columbo must be able to process simulator log files online, i.e. as they are
written. This prevents users from persisting large log files, because the information
is read and processed while the simulation is still running. Simulations can create
large log files. For this reason, it must be possible to run the framework in parallel
with the simulation, so that traces can be created online while the simulation is
still running. This also speeds up the process of obtaining traces in the first place,
since there is no need to run the simulation and trace generation in succession.
The ability to analyze traces online means that traces can be analyzed and filtered
according to their importance, potentially reducing the amount of data that needs
to be retained to capture a meaningful set of traces from a simulation.

4. Visualization and Querying. Columbo must allow easy visualization and analysis
of traces. After all, end-to-end traces are useless if users cannot easily visualize and
query them. The mechanism presented should also be flexible enough to allow users
to easily switch to different visualization or querying-tools in the future.

Given these goals we begin the rest this chapter by giving a short overview of the general
architecture of Columbo. Then we have a closer look at the general abstractions and
building blocks used within Columbo.

3.1 Overall Architecture

As mentioned above, the framework presented here intends to use log files of a modular end-
to-end simulation to create low-level end-to-end system traces. These traces should then
be made available in a form that allows them to be visualized and analyzed. Conceptually,
you can see what that looks like in Figure 3.1. This work focuses on the area framed in
red. Simulators and tools for visualizing distributed traces already exist. For the latter,
Columbo provides an abstraction that allows the export of traces to such external tools.
Therefore, the following is conceptually what should happen: Log files are created by
various components within a simulation, the framework presented here reads these log
files, analyzes them and creates traces. These traces are then exported to an external
tool for visualizing and querying the traces.

Since Columbo is primarily intended for use with SimBricks simulations, we can look
at the simple network topology from the beginning of this thesis and see how it could
be instantiated using SimBricks, as shown in Figure 3.2. We can see generally the same
components as before: two hosts, two NICs and the network itself. When simulated
with SimBricks, each of these components would be simulated by an individual simulator
instance as shown in Figure 3.2. One could choose to use gem5 [29] to simulate the two
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hosts running an unmodified version of Linux, a NIC i40e behavioral model to simulate
the NICs and ns3 [5] to simulate a simple network made out of switches. Each of these
simulator instances would then be instructed to write its own log file during an end-to-end
simulation. These individual log files will be the input data for the framework presented
in this work. If a Simulator is not already able to write such a log file, it must be extended
by the ability to provide information about the simulation in the form of a log file in
order to be usable by this framework.

Figure 3.1: Conceptual overview on Columbo relative to simulation and visualization

The log files written by the simulators contain detailed information about the actions
performed by the respective simulators at a specific point in time. An important aspect
is that SimBricks provides temporal synchronization as described in Section 2.2.1. That
means the timestamps attached to actions within the different log files can be ordered
globally across the simulator boundaries. This ensures essentially that if an action A in a
simulator causes another action B within another simulator, the simulated timestamp of
action A is really smaller than the simulated timestamp of action B. This means that
when we look at the timing information provided by the simulation, we can be sure that
action A really happened before action B. This is important as this work will later make
use of this property to implicitly propagate context information to form a trace.

To make use of these log files, users of the framework need to provide a Tracing Script
(see Section 4.7.1 for more details). In such a script, a user basically defines how the
various tracing components provided by Columbo must be assembled to create traces.
This is necessary as the framework itself does not automatically know of the simulated
topology and the specific simulators used. A high level view on what a user has to define
can be seen in Figure 3.3.

As you can see, a user needs to specify a simulator-specific pipeline, which in turn needs
to be connected to a tracer (Section 3.7), which manages the lifetime of the traces and
spans created by the pipelines. The tracer itself must be connected to an exporter
(Section 3.8), which manages the export of spans (Section 3.3) and traces to external tools
for visualization and analysis. The simulator specific pipelines are important for multiple
reasons. The log files being written by the simulators used look different depending on
the simulators selected. This makes sense as the log file of a NIC simulator is expected to
look different from that of a host simulator. As these log files are used to create event
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Figure 3.2: Example for a simple network topology using simulation to write multiple log
files

Figure 3.3: Conceptual overview of Columbo’s structure used for creating Traces and
causal connections for up to N simulators



19

(Section 3.2) streams, the resulting stream will look different depending on the simulator
used. Spans will also look different depending on the simulator used, as they are created
from event streams. Therefore, users have to specify simulator agnostic pipelines that
contain several and individual stages that handle the parsing of the log files, filtering of
the resulting events and the creation of spans. The creation of spans is handled by a
component called spanner (Section 3.6) which will be the last stage of each simulator
specific pipeline. Once a span is complete a spanner passes a span to the tracer, which
then passes it on to the exporter, which sends it to external tools to make it available
for analysis by framework users. Causal connections between Spans are also made by
Spanners that communicate across pipeline boundaries to send or receive trace context
(Section 3.4). All these pipelines will run alongside the actual simulation.

Now that we have established a general overview on how Columbo connects to simulations,
we will focus the rest of this chapter on having a closer look at the general abstractions
and assumptions that were used in the context of this work. That means the different
building blocks used and how these are connected to each other are discussed. Most
importantly will we see what a trace context 3.4 is in the context of this work and how
it is propagated to causally connect spans 3.3 to form a trace 3.5. Then we will have a
look at the tracer 3.7 and the exporter 3.8 abstractions that will handle the trace 3.5
lifetime and allow exporting traces 3.5 to other tools. This is essential for making use of
the excellent ecosystem around distributed tracing and hence benefiting from years of
prior work in this field. Finally, we will have a look at how to trace "online", meaning
to process the simulator log output while the simulation is running and not once it is
finished on the resulting log files.

3.2 Events

Events are the smallest units used to create a trace. Within this work they represent
operations within a simulator. As a result, they are collected by parsing the event logs
generated during modular full system simulation. To do so the simulators participating
within such a simulation must be instructed to write these log files as described in Sec-
tion 3.1. Important is that the events one is interested in are logged. What is of interest
depends on the individual application. In general, it can be anything from function calls
to invalidating a single cache line.

As a result of the decision to use log files to gain insight into the simulations, there is
no need to further instrument any simulators if they already provide the information of
interest. Since events are created from these log files, this work provides simulator-specific
parsers that generate events by parsing a log file written by the particular simulator the
respective parser supports.
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Listing (3.1) Example log file entry from Gem5 [29] representing a call to the
function i40e_lan_xmit_frame from the Intel I40e device driver
6018966965250: system . switch_cpus : T0 : 0 x f f f f f f f f a 0 0 2 5 0 7 b

: push r15

Listing (3.2) Example log file entry from the NIC behavioral model included
within SimBricks [44] representing the NIC issuing a DMA operation
i n f o : main_time = 6018967679249: nicbm : i s s u i n g dma op 0

x55ea69870540 addr 100240060 l en 16 pending 0

Figure 3.4: Example log file entries that represent individual events

Such events or actions can for example be a host simulator logging that a function was
called in the OS kernel as shown in Listing 3.1. Another possibility for an event could be
that a simulator generates log output because the corresponding simulator has requested
a mmio write operation or is issuing a DMA operation as shown in Listing 3.2. Typically,
events correspond to a single line in the log output of a simulator and therefore represent
a small operation, although this is not mandatory.

The most important property of an event is the timestamp that each event must have.
These must also come from the simulators used. It is important that an event only has a
single timestamp and not several. For this reason, an event only has a single point in
time when it happened, i.e. it is to a certain extent instantaneous and has no duration,
at least from a Trace’s perspective.

3.3 Spans

Spans are the next larger unit for creating traces. At their core, spans are a collection of
events (Section 3.2). More precisely, they are a set of events ordered by timestamps. For
this reason, a span can contain several events of the same type, as long as they differ in a
characteristic such as the time at which they occurred.

For example, a span can be the set of events within a host simulator that the corresponding
simulator generates when simulating a mmio write operation. Another example is a span
that contains all the events that represent a function call within the kernel during a
syscall.

Spans therefore represent a logical operation or form a group of logically related events
or actions that were generated during the simulation within a simulator. It is important
to note that all events within a span must have been occurred within the same simulator.
As such, spans on their own do not carry information across simulator boundaries but
can give some contextual inside on what happened logically inside a simulator during a
certain time.
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Spans do have a duration. This duration is determined by the timestamps of the first
and the last event inside a span. That means the duration of a span is given by

duration = |timestamplast − timestampfirst|.

Additionally do spans contain a trace context (Section 3.4). The trace context does
contain information about the trace a span belongs to as well as information about causal
connections of spans with each other. These causal connections form a trace. More on
this within the sections on trace context 3.4 and trace 3.5.

3.4 Trace Context

The trace context is a simple building block used by spans. Its purpose is to define the
trace a span belongs to as well as to represent causal connections between different spans.
To do this, a trace context stores a reference to the trace to which a span belongs as well
as an optional reference to another span, namely the parent span. Especially the reference
to a potential parent is of interest. Does a span not contain such a reference, the span is
a trace starting span. That means it is the first logical set of actions that caused all other
sets of actions within the respective simulator and potentially all other simulators that
form a trace. Therefore, the trace context does causally connect spans. Accordingly, if a
reference to a parent span is set within a spans trace context, it means that the respective
span was caused by its parent. Note that a span can only have a single unique parent.
When and how these causal connections are made is further discussed in Section 3.6.

3.5 Traces

As mentioned before do spans represent a logical operation. Traces on the other hand
do encapsulate these spans and form a tree like structure. An example for this tree like
structure can be seen in Figure 3.5. Each span within this structure belongs to the same
trace. This tree like structure is created by setting the parent spans within the spans
trace context accordingly. Note that a span can only have a single parent, but can have
multiple children.A case where a span has multiple children can occur, for example, when
a syscall, represented by a span containing all the function call events generated in the
kernel during that syscall, causes multiple mmio write accesses to a peripheral device,
which are represented by spans themselves. Each of the spans representing such a mmio
write Access would have set the syscall span as parent within its respective trace context.

Sending a packet could therefore look like the trace shown in Figure 3.6. Here, the
parent of the trace is a syscall that wants to send a network packet. To do this, it
triggers a mmio write operation that writes to a register on the NIC connected to the
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Figure 3.5: Abstract view on the tree like structure that forms a trace

Figure 3.6: Abstract view on a trace. A host triggers to send a network packet and
interacts with the NIC.
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host. This mmio write operation is the first child of the syscall span. Even such a mmio
write operation is a logical block, which can also be found in the log messages of the
host simulator, and is represented as a span. This in turn triggers a span in the NIC
simulator, i.e. the confirmation that a mmio write access has been made to one of the
NIC’s registers. The NIC simulator then performs a DMA read to read the data to be
sent from the host memory. This DMA read is a child span of the mmio write span on
the NIC side. The NIC’s DMA read access triggers another span on the host side, the
host’s acknowledgement that data has been read from memory. Finally, a "packet sent"
span is generated on the NIC side, it’s parent being the register write span coming from
the NIC simulator itself.

3.6 Spanner

The spanner is the most important component when it comes to the creation of traces.
spanners are responsible for the creation of spans, and they are also responsible for the
correct propagation of trace context, so that spans end up pointing to their respective
parents using their trace context.

3.6.1 Span Creation

As mentioned above, one of the tasks of a spanner is to create spans. Spans are an ordered
set of events that represent a logical operation. Therefore, a spanner uses an event stream
as input to create spans. The event stream is created by parsing a simulator log file.
What an event stream looks like depends heavily on the simulator and the configuration
of the respective simulators logging capabilities.

Such event streams naturally may look very different depending on the log file the event
stream is created from. This makes sense as for example a Simulator for a NIC generates
in general a different event stream than a simulator for a host. Therefore, spanners are
specialized to a certain degree to the event stream that they receive as input, which
in turn depends on the simulator type from whose log file the event stream is created.
Theoretically, however, it may also be necessary to create specialized spanners for two
different simulators of the same type, depending on the event stream created by parsing
the corresponding log file. This could for example be the case for two different host
simulators that differ in the amount of information they provide during a simulation. As
a result of that, spanners may also be specialized depending on the simulator itself and
not only the simulator type. Do similar simulators create a similar or equivalent event
stream, the same spanner may be used for both simulators.

Given an event stream, a spanner decides, depending on an event it sees, whether this
event creates a new span or whether the event must be added to an already existing span.



24

This logic is encapsulated within a spanner and again depends on the simulator from
which the events are generated and the simulator type of that respective simulator.

3.6.2 Causal Connections

Another task of spanners is it to create causal connections. These causal connections are
represented by references from spans to other spans using their respective trace context.
The main difference considering the creation of distributed traces compared to a classic
setting arises primarily from the fact that in this work simulation and in particular
SimBricks simulations are harnessed to create such traces. This choice has implications
on the propagation of the trace context. The difficulty lies in the fact that SimBricks can
be used to link different simulators together to create large end-to-end simulations. An
important aspect is that new simulators can be extended with little effort so that they
can be used within SimBricks in the future [44]. This property should be retained in this
work. This is one reason why events in different simulators cannot simply be causally
linked to each other by passing on trace context explicitly through all components, as it is
often done in classical settings (see Metadata Propagation in Section 2.1.1). The problem
is that such an approach would result in a substantial implementation effort, since new
simulators would have to be extended at all points of interest in order to propagate such
a context. Another problem is that attaching context to e.g. network packets might
increase the simulated time, thus having an unwanted impact, undermining one of the
key advantages of simulation compared to physical testbeds, namely not interfering with
the simulated system while providing deep visibility.

An important aspect of being able to create such references is that spanners must know
whether a span was triggered by an operation i.e. span within another simulator or not.
For example, a spanner that creates spans for the event stream of a NIC simulator must
know that a span that bundles mmio write related events must have been caused by an
operation i.e. span of a host simulator that issued that mmio write. Another example
would be the transmission of a packet through a simulated network. Such a packet must
have been transmitted i.e. put on the wire by a NIC. These boundaries do also exist
in real operating systems and hence these mechanisms work in the real world the same
way [27, 26]. As mentioned in Section 2.2.1 does SimBricks also use these boundaries
to interchange messages between simulator instances. Therefore, trace context must
be propagated always when these natural interfaces/boundaries between the simulators
or in general devices are involved. Columbo makes use of this property and treats the
messages SimBricks is exchanging like Start- and end-events (see Inferring Relationships
in Section 2.1.1) to know when to propagate trace context. To propagate the trace
context a spanner is instantiated for each simulator involved. The actual propagation
than happens through a message passing interface between the different spanners. An
abstract illustration can be seen in Figures 4.1 and 4.2a. Following the rule that the



25

need for trace context propagation arises though natural boundaries involved we can
distinguish two general cases in which trace context propagation becomes relevant for a
spanner:

1. A span must trigger an operation i.e. span within another simulator. Given this
case a spanner uses the message passing interface in between the different spanner
instances to pass on a reference to the span from which the spanner knows it must
cause actions within another simulator. An example for this is a host simulator
that issues a mmio write operation to a device register inside an attached NIC.
Given such a case, the Spanner responsible for the host simulator must create a
span to reflect the operation happening inside the host itself as well as passing on a
reference to that specific span to the spanner responsible for the respective NIC
simulator. As SimBricks has to send an event to the other Simulator in that case as
well (Section 2.2.1), we can easily make use of this property and log that information
if not already present within the SimBricks adapter (that must be created to use a
simulator alongside SimBricks) in such a case to ensure the respective spanner will
see that an e.g. mmio write access was issued.

2. A span must have been triggered by an operation i.e. span within another simulator.
Given this case a spanner polls in a blocking fashion from the message passing
interface to receive a trace context i.e. reference to the Span that must have been
caused the span the current spanner is currently creating. An example for this is
a spanner working on a host simulators event stream. Given the case the spanner
creates a span related to a DMA access made by an attached device like the NIC.
In such a situation the spanner would poll to receive a trace context from the NIC’s
spanner as the NIC must have been issued that operation i.e. must have created a
span on their respective side beforehand. Given the first case this also means the
NIC’s spanner must have been pushed context to that respective span to the host’s
spanner. Similar to the first case, SimBricks must have been sent a message to an
adapter in such a case as well, that way one could also easily extend the SimBricks
adapter on receiver side to log the information if not already present to ensure the
respective spanner will see that an e.g. DMA read access was issued.

The above two cases reflect how context propagation works within the presented framework.
Note, however, that the above approach works mainly due to the fact that SimBricks
provides time synchronization. That way a spanner can just push or poll for a trace
context when in need and be sure that the span they push or receive has happened before
the span they want to make a connection to, this is especially important as it ensures that
this also holds from the perspective of simulated time which makes timing information in
the resulting traces valid.
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3.7 Tracer

The tracer is a simple component. On the one hand, it provides an interface that spanners
use to create spans in a simple way. During this creation the tracer ensures that the trace
context is correctly set within the spans that are to be created. The context itself must
be provided by the spanners respectively. One reason for this design choice is that it
reduces the complexity within spanners. On the other hand, the tracer also manages the
lifetime of spans. Once a span is finished, i.e. no more events are added to that span, the
tracer releases the spans for export and passes them on to the exporter 3.8. Once a span
has been exported, the tracer is responsible for releasing the memory of that span so that
no memory is wasted.

3.8 Exporter

The exporter is Columbo’s gateway to the outside world. It is an important component
as it enables already existing tools to be used. It therefore makes it possible to decouple
the creation of traces or spans in this particular setting from the analysis by tools of
the distributed tracing community. To achieve this, the exporter enables the export of
spans to other tools or systems. For this purpose, an exporter offers a simple interface
for exporting individual spans. This interface is used by the tracer. The main task of
the exporter is to convert spans from the internally used representation, i.e. Columbos
internal representation of spans, into the format used by the corresponding target system.
Once a span has been converted into the desired format, the span is sent to the desired
target system in the new format. In principle, one could have chosen to use an existing
format throughout the framework, but a reason for not doing so is that existing formats
may not be suitable for the type of hardware that might be simulated. Therefore, the
decision was made to introduce this translation layer to be independent of other trace
formats. That way one can always plug in a new translation layer that reflects whatever
needs a certain usecase might have.

3.9 Pipelines

The pipeline abstraction is used by Columbo to create an event stream and execute
operations on it. It is a central building block of the framework presented here and is
used to connect various other components with each other. In order to understand what
a pipeline is in the context of this work is and how it works, we will first look at channels.
Channels are crucial when it comes to enabling pipelines. Furthermore, are they used to
allow for message passing as used by spanners to allow for trace context propagation 3.6.2.
Once it is clear what channels are, we introduce the individual components that are
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connected to form a pipeline. An example on how a pipeline, once all components are
connected looks conceptually, can be seen in Figure 3.7.

Figure 3.7: Abstract overview on what a pipeline is

3.9.1 Channels

The channels used by Columbo are a simple abstraction that allows messages/values to
be sent from one process to another. Conceptually, the channels used by the framework
are rather similar, but not equivalent to the channels known from the Go programming
language [2]. In general messages/values can be anything. An abstract example on what
channels are and how they work can be seen in Figure 3.8.

Figure 3.8: Abstract view on channels and how they work

Important properties of channels are the following:

1. Once instantiated, channels can only be used by a specific message/value type.
However, this can be freely selected before instantiation.

2. Safe concurrent access. Channels allow pushing and pulling from them safely in
concurrent scenarios.

3. Channels allow reading and writing messages/values to them in a blocking and
non-blocking fashion.
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4. A channel can either have a fixed or infinite capacity.

Columbo makes use of channels in many places. Generally spoken are channels used to
pass on messages/values between the different components that form a pipeline. This can
be seen in Figure 3.7. In addition, are channels used to propagate trace context between
spanner instances (more about this in Section 3.6.2).

3.9.2 Producer

Producers are the first component of a pipeline. They are the starting point of such a
pipeline and are responsible for producing values. More specifically are they responsible
for producing a sequence of values. These values are passed on to the next pipeline
components using Channels.

In the context of this work, producers are usually parsers for the log files of individual
Simulators or more specifically wrappers around these parsers. Producers a.k.a. parsers
are therefore used within Columbo to generate an event stream on which the pipeline
operates.

3.9.3 Handler

Handlers are intermediate steps within a pipeline. They each have an input Channel and
an output Channel. From the input Channel they do receive a sequence of values on which
they perform an operation. Once the operation to be performed has been completed,
values of the same type are passed on to the next stage in the pipeline. Therefore, handlers
cannot transform the value sequence with values of type A, which they receive as input,
into an output sequence of values with type B. In general, a pipeline can have any number
of such handlers as intermediate steps. This is shown in Figure 3.7.

In the context of this thesis, handlers are used to filter event streams, created by a
simulator log file parser, to discard unwanted events. They are also used to write event
streams to separate files, before the rest of the Pipeline is executed. This can for example
be very useful for post-processing the event stream a simulator produces or for debugging
purposes.

3.9.4 Consumer

Consumers are the last component of a pipeline. As the name suggests, do they "consume"
the value sequence that they receive through an input Channel from the preceding pipeline
stages. They do not have an output Channel. Therefore, they cannot pass on the value
sequence and the pipeline ends i.e. that a Consumer is a pipelines sink as shown in
Figure 3.7.
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In the framework presented, consumers are for example a spanner. As mentioned do these
use an event stream to create spans. Naturally it would not make sense for them to pass
on events any further. Another possibility for a Consumer is a component that writes an
event stream similar to the previously mentioned handler into a file with the difference
that the events written into the file are not passed on.

Generally do producers, handlers and consumers act as independent tasks. As a result
do pipelines allow to suspend the execution of, for example, a consumer in case that
consumer issued a blocking operation. While waiting for that operation a pipeline is
allowed to resume the execution of e.g. a handler while it is waiting for the consumers
blocking operation to be ready. This can be useful if e.g. a spanner pulls a trace context
in a blocking way while still allowing the pipeline as a whole to make progress by parsing
new events.

3.10 Online Tracing

As already mentioned does Columbo intend to use log files generated by the simulators
used in SimBricks simulations to create low-level distributed Traces. One problem with
this approach is that these log files can become very large, i.e. several hundred GBs
of log file data for a single simulator depending on the simulator and its configuration.
An example for this can be found in Section 5.3. Such large log files can be a problem
because as a user might simply not have enough disk space available to store them for
post-processing. In addition, such simulations can take a long time. On top of that, a
reasonable amount of time would be spent on the actual post-processing to create the
traces.

For these reasons, the framework offers the creation of traces "online", i.e. traces can be
created while the SimBricks simulation is still running. This is made possible with the
help of "Named Pipes". These are special FIFO files that exist as entities in the file system.
These can be read or written by any process like a normal file. The FIFO semantic
of these files is special because the bytes that are written first are also read first [15].
Therefore, these named pipes can be given as a log file path to the SimBricks simulators
so that they write the log output to these named pipes. Making use of this technique
also allows for using the simulators out of the box without any changes. Another special
feature of named pipe files is that they must be open at both ends [15]. Therefore, for
every simulator process that writes to such a file, there must be a Columbo process that
reads this file in parallel. That would be the various parser instances.





Chapter 4
Implementation

In Chapter 3 we have seen the abstract design and architecture of Columbo, as well as the
general design of the building blocks used to created Low-Level End-to-End System-Traces.
In the following we will revisit these components and debate their implementation in more
detail. One will see that a lot of design choices were made to allow for easy extension of
Columbo in the future as well as to minimize the risk of breaking any abstractions the
framework makes when being extended in the future.

Once we have seen the basic building blocks we will discuss how one uses Columbo
alongside SimBricks as well as the usage of tools coming from the distributed tracing
community. These tools in particular allow to visualize and analyze distributed traces
such that users of this framework can benefit from prior work done in the context of
distributed tracing. The chapter will conclude by considering how a user could extend
Columbo to support new simulators.

4.1 Basic Building Blocks

4.1.1 Events

events are implemented as simple subclasses of an event class. It is important that all
events store a name, a timestamp and a type. In the actual implementation they also
store a parser name and a parser identifier.

All these attributes inherit events from a common event superclass. Technically speaking
are the parser identifier and the parser name not necessary from a functional perspective.

31
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Therefore they could be stripped in builds optimized for runtime. They are however
useful as additional information one can facilitate while debugging.

All concrete events, i.e. event subclasses, store in addition to the already mentioned
attributes additional information that is important for the respective event. In the case
of a mmio-write event, for example, these are a boolean flag whether the write event was
a posted write, to which offset and to which base address register the mmio-write was
written to. In the case of a function call, additional information includes, for example, the
address and the name of a kernel function that was called inside a host simulator given
that Columbo was able to resolve the function name given the address of the function.

An important aspect special to function call events on host simulator side is the process of
determining function names. To do so the framework does not rely on the simulator used.
Gem5, for example, would in principle be able to do this [12]. Instead, Columbo users
must use objdump to generate symbol tables themselves and make them available to the
framework. On the one hand, this enables very fine-grained control over which symbols
are resolved by the framework. This can for example be used for filtering purposes. On
the other hand does this design decision ensure that symbols can potentially still be
resolved based on their address during the simulation, even if the simulator used does not
offer this translation. Users make symbol tables available for the framework by setting
paths to the files containing the symbol tables as well as a potential address offset within
a configuration file. The offset is required to convert the relative addresses within a file
created using objdump into actual addresses.

4.1.2 Spans

Similar to events, spans are implemented by inheritance. All spans have a unique
identifier, a source id, a type, a vector of events that make up the span, and a trace
context (Sections 3.4 and 4.1.3). Concrete spans inherit the trace context from the
common abstract span superclass. In addition to these attributes do concrete span
implementations store additional information that can be derived from the events that
a span stores. In the case of a NicDmaSpan, this could be the information whether the
DMA access represented by the span was a read or write access.

Another unique feature of the span implementation is that all spans must implement
the method bool AddToSpan(const std::shared_ptr<Event> &event_ptr). This method encapsu-
lates the logic for determining whether an event belongs to a span or not. This essentially
ensures that the logic for deciding whether a particular event is really part of a span, and
hence the appropriate sanity checks for it, is tied to the span definition itself.

For example, this method encapsulates the logic that a mmio-write event does not belong
to a span representing a DMA access. Following the example of a DMA span, this method
additionally ensures that a DMA issue event and a DMA access completed event, that
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together form a span, really belong together by checking that the respective memory
addresses that the events refer to match. These addresses are stored in the individual
events. The decision to implement this logic in the spans themselves makes sense. The
corresponding properties to be checked depend heavily on the respective span and the
events such a span is supposed to bundle. This logic is therefore linked to the specific
span.

In addition, this design choice reduces the complexity of spanners, as they can simply
add events to a span using the above method. If that method fails, spanners can simply
fall back to create a new span. This drastically simplifies the actual implementation of
spanners.

4.1.3 Trace Context

Columbo distinguishes between two different trace context implementations.

1. The first implementation is used to store references between spans that describe the
tree-like structure that forms a trace, as illustrated in Figure 3.5. That trace context
is implemented as a very simple component. It stores an identifier for itself, the
trace it belongs to, and a parent, together with a flag indicating whether the parent
identifier is set, and a timestamp indicating when the parent started. In particular,
the timestamp is not a technical necessity, but allows for sanity checks within spans
to ensure that a spans parent is not set to point to a span that occurred after the
span in which that parent is set. As it is not a necessity, it may be removed in
future versions of Columbo.

2. The second implementation is used for propagating causal connections between
spanner instances. It also stores a trace identifier, as well as a parent identifier and
a corresponding boolean flag indicating whether that parent identifier is present or
not, and a parent timestamp, just like the other trace context implementation. An
important difference is that this second context is immutable, to reduce the risk of
making errors, which is not the case with the first trace context implementation.

The motivation for making this distinction is to allow Columbo to easily specialize or
extend these implementations depending on concrete needs in the future, e.g. if the trace
context used for context propagation across spanner instances needs some additional
information that would not be needed for just describing a trace tree structure.

4.1.4 Traces

Traces are in principle implicitly described through references from spans to other spans
using the trace context that every span stores respectively. The framework, however,
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explicitly implements them as a set of spans. Trace instances are managed by the tracer
component, which is described below.

The reason for implementing traces as an actual component is that Columbo cannot
immediately decide for certain spans whether they start a trace or not. Given a span
that represents a syscall. This span will store all function calls made within the kernel
during that syscall. This is implemented inside a spanner which creates a new span when
it encounters the first function call event of a syscall. The spanner would then continue
adding function call events to that span till that respective syscall is completed or a
new syscall is started. The problem is, that when creating the span given the first event
it can be unclear whether the Syscall will read a received packet or not. If the syscall
reads such a packet, it should be connected to a packet-receiving span created by a Nic
spanner. If the syscall does not read such a network packet, it is a trace starting span. To
deal with this case, such a span is initially always treated as a trace starting span. Does
Columbo however detect (while processing events belonging to that span) that the syscall
does indeed read a packet, it will alter that spans trace context by setting the traces
identifier accordingly, as well as the respective parent span identifier. This is also the
reason why the first trace Context implementation (see Section 4.1.3) is not immutable
like its counterpart. However, this means that the trace identifier of all potential children
of that particular span must also be changed. To easily find all these child-spans the
framework maintains the Tratracece data structure explicitly. This is done by the tracer
component.

4.2 Spanner

Like the components above, spanners are implemented using inheritance. The idea is
that spanners implement individual handler-methods which in turn take care of handling
events of a certain type. An example of such a handler-method is a method within a
host-spanner that would handle all events that from a host simulator that are somehow
related to a mmio access of any kind.

The spanner superclass implements the consumer interface (see Section 3.9) and calls the
handler-methods specified by the subclasses, depending on the type of an incoming event.
The handler-method of the subclass that is called takes care of span creation and trace
context propagation across spanner/Simulator boundaries.

This design generally allows all events from a specific simulator, that are related to the
same type of span, to be handled by a particular handler-method, as shown in the example
above. This enables easy extension of spanners in the future. It also means that the
complexity of handling such events is distributed over small, independently maintainable
chunks of code within a spanner implementation.
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Since spans, as mentioned in Section 4.1.2, implement an interface and a corresponding
method that decides whether an event belongs to a span or not, the implementation of
handler-methods essentially boils down to two things:

1. The creation of a new span in case an event must start a new one, e.g. when a
DMA access is issued that has not yet been seen. In practice this usually means
that the spanner was unable to add an event to an already existing span, or that
there was no existing span for that type of events.

2. The polling of a trace context if a span/event must have been triggered by another
simulator or the propagation/sending of a trace context to another spanner in case
a span/event must have triggered actions within another simulator. The polling is
done in a blocking manner by spanners as soon as it becomes evident that a span
must have been caused by another simulator.

This design enables the effortless addition of new spanner definitions to Columbo or to
easily alter already existing spanners in the future.

Another important aspect with regard to polling the trace context is that all handler-
methods are implemented as coroutines. This enables the spanners handler-methods to
be suspended in case a trace context must be polled from another spanner through one
of Columbo’s channels. This polling may be blocked if the corresponding other spanner,
from which the trace context needs to be polled, has not yet made this trace context
available. Such a scenario may arise where one spanner is required to handle a much
larger number of events than another spanner, depending on the simulators to which they
are attached. In such a situation, a spanner may need to process numerous events until it
can be sure that the trace context needs to be propagated, causing an attached spanners
poll to be blocked until the trace context is propagated. This can happen, for example, if
a spanner responsible for a NIC is waiting for trace context from a spanner responsible
for a host as a result of a mmio access to a NIC register. This is because the spanner
responsible for the host will typically have to process considerably more events before it
sees the events associated with the mmio access and knows that trace context needs to
be propagated. The actual suspension of a blocking process, when polling trace context,
is handled automatically by the channels provided by Columbo via their poll method. See
Section 4.5 for more details.

4.3 Tracer

The tracer is a component that manages the lifespan of traces and, more specifically,
spans. A tracer instance is shared by all spanner instances when tracing. The spanner
uses the tracer to create traces for which the tracer offers a factory-like interface. This
allows the tracer to add the span to an existing trace as soon as it is created, or to create
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a new trace using the span. This makes it easy to find spans that are related by the
trace they are contained in, should their trace context need to be changed at a later
stage, as described in Section 4.1.4. For the altering itself the tracer also provides a
method. Therefore, this complexity is hidden from the spanners which just need to use
that method in case necessary.

Tracers do also hand finished spans over to an exporter. One challenge when exporting
spans is that, depending on the chosen exporter and the underlying protocol/framework,
it is not possible to modify spans that have already been exported. As the tracer is
responsible for passing spans to an exporter once they were marked as finished by a
spanner, the tracer component ensures that spans are only exported once their parent was
exported. By doing so, spans will only be exported once Columbo ensured they do not
need to be altered afterwards anymore (described in Section 4.1.4). The tracer enforces
this by requiring Spanners to explicitly finish spans by calling a method offered by the
tracer. Once a span is marked as finished, the tracer uses simple waiting lists as a data
structure to check if a span can be exported. If yes it is exported and if not it is put on
the waiting list till it can be exported safely.

4.4 Exporter

Exporters implement a simple interface that allows the export of finished spans. Since
their task is to export such spans, they must on the one hand handle the sending of such
spans to an external tool. On the other hand they must also manage the conversion
of spans from Columbos internal format into the format the respective external tool
expects/requires.

Columbo currently implements two exporters. One NOP-exporter that serves no purpose
other than debugging. The second exporter implements an OTLP-exporter which converts
spans into the Opentelemetry format and uses the OpenTelemetry protocol (OTLP) to
export spans to other external tools. Tools supporting this format are for example the
OpenTelemetry Collector [6], Jaeger [4], Zipkin [7] or Grafana [3]. This enables users to
easily benefit from years of prior work.

The overall setup, when utilizing the framework presented here with its OTLP-exporter
in conjunction with external tools, is described in greater detail in Section 4.7.2.

The choice of the OTLP protocol in the presented framework has one disadvantage
for the specific use case of creating low-level end-to-end system traces. Assuming a
simulated server receives two distinct packets from a client which were triggered by
different unrelated syscalls on the client side. Columbo would create a trace for both of
these syscalls respectively. The resulting trace starting syscall spans would each be linked
to all the spans they caused in e.g. the NIC. If both packets are, however, read/processed
within the same syscall on the server side, that reading syscall span on the server side
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would theoretically have two parent spans, namely the two syscall spans on client side.
This is not permitted by the OTLP protocol. In order to be able to handle such situations
nevertheless, the presented framework creates as many copies of a span as it has parent
spans. Afterwards each copy is linked to exactly one of these parent spans. Furthermore,
are such span copies labelled as copies such that Columbo users can still distinguish that
copies have been made in certain situations.

4.5 Pipelines

As stated in Section 3.9, pipelines are a central component of Columbo. From an
implementations point of view are pipelines just a simple wrapper around a producer,
a consumer and a set of handlers. To start an actual pipeline the framework provides
simple methods that take such a pipeline wrapper as an argument. These methods will
handle the proper creation of channels that connect the different components as well as
the execution of the pipeline.

An important feature is that all steps of a pipeline, as well as the reading and writing of
channels that connect the individual components of a pipeline, are executed in coroutines.
This makes it possible for Columbo to suspend such steps if, for example, it is necessary to
wait for disc I/O or if a method within a pipeline’s producer, consumer or handler attempts
to read from an empty channel in a blocking manner or attempts to write to a full channel
in a blocking manner. This allows Columbo to treat these methods/coroutines as tasks
which are processed by a central thread pool. The thread pool is created automatically
by the framework. Users can specify the number of threads that such a thread pool
should have through a configuration file. Within this thread pool the individual tasks of
the pipeline are written to a work queue, which is processed by that thread pool. If a
task is suspended, it is considered processed for the moment so that the thread pool can
move on to process the next task. If a task is ready to be resumed again because, for
example, there is now space in a channel to write a value to or a value is now available in
a previously empty channel, the previously suspended task is added back to the work
queue of the thread pool. This allows Columbo to utilize resources efficiently. This is
useful, for example, if it is necessary to wait in a blocking fashion for a trace context until
it is made available by another spanner. The framework, however, also allows to choose
a worker thread model in which case Columbo will automatically create a new thread
for each step within a pipeline. In this case potentially more threads are started than in
the case described before as no thread pool is created, and the coroutines will each run
in a dedicated worker thread. Offering this is no necessity but a choice of freedom the
framework offers for users to choose a threading model that fits their individual needs
best.
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4.5.1 Channel

As already described in Section 3.9.1, channels serve as interface between the individual
components of a pipeline. In addition, are channels used during tracing to propagate
trace context between spanner instances.

Columbo provides two specific types of channels:

1. Channel with a fixed capacity. These channels implement a ring buffer. These
channels with a fixed capacity are used by Columbo to transfer data between pipeline
components. In concrete terms, this means that they are used during tracing to
send events from a log file parser to a spanner for processing. In the case of passing
events through the different stages of a pipeline, Columbo uses channels with fixed
capacity. This ensures that once a channel is full, the subsequent pipeline steps
are forced to be executed. In case many events are generated while tracing, using
channels that have a limited capacity also ensures that memory consumption is
limited.

2. Channel with unlimited capacity. These channels store data which is "in flight"
inside a linked list without a fixed capacity. Columbo uses these channels to send
trace context between individual spanner instances, in order to propagate trace
context. In this instance, channels without a fixed capacity are utilized, as trace
context is not typically propagated with great frequency in relation to the number
of events the framework must handle during tracing. As such, memory usage is not
a significant problem in that case. Using channels with unlimited capacity, however,
allows spanners to avoid blocking when pushing trace context into such a channel.
This allows them to immediately continue to process events after pushing to such a
channel.

In both of these channel implementations, the act of reading and writing from and to a
channel is realized through the invocation of a coroutine. Similar to the individual steps
in a pipeline, these coroutines are processed as tasks by the pipelines thread pool. This
allows to suspend the respective coroutine when writing to a full channel or reading from
an empty channel. This implies that the associated reading or writing task is temporarily
halted in order for the executing thread to potentially process other tasks concurrently.
When a task now writes to a channel, any suspended tasks are notified that data is now
available. This allows suspended tasks waiting for data to be resumed. Similarly, tasks
that wait for data to be read from a channel are notified and resumed once another task
reads from the same channel.

Furthermore, all channel implementations are thread-safe and can be used concurrently
by multiple readers and writers.
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4.5.2 Producer, Handler and Consumer

Producer, handler and consumer are simple interfaces that classes must implement if
they are intended to be used within a pipeline. It is also important that the respective
methods must be implemented as coroutines, enabling them to be suspended. This can
be useful if, for example, a task has to wait for disc I/O. In this case the respective thread
of execution can take over other tasks while the corresponding coroutine is suspended
waiting for the disc operation to finish.

In the framework presented, for example, a component that provides an event stream is
a producer. handlers are typically used as filters to remove unwanted events from the
event stream on which a pipeline operates within Columbo. An example of a consumer
are spanners that use an event stream, i.e. consume an event stream to create spans.

4.5.3 Online Tracing

As already described in Section 3.10, Columbo utilizes linux named pipes to create traces
while the simulators used are still running the actual simulation.

From an implementations point of view, named pipes can be opened and read like normal
files. Therefore, no changes are necessary within the simulators used. From the perspective
of the framework, there are a few interesting aspects:

1. Named pipes require a reading and a writing process. If this is not the case, opening
a named pipe file will cause the program to block. Therefore, it is crucial to start the
tracing framework simultaneously with the simulation. In this situation Columbo
serves as the reading process, while the simulation serves as the writing process.
This ensures that the simulators used can make progress. In addition, when for
example using the Gem5 simulator, SimBricks allows you to create checkpoints
to speed up the simulation. In this case the SimBricks simulation will attempt
to open the named pipes multiple times. Therefore, the processes on the tracing
framework side need to be started twice in such a case. The reason for this is that
after creating the checkpoint, SimBricks terminates the simulators and thus also
closes the corresponding file handles for the named pipes, which in turn causes
Columbo to stop as it appears that the simulation is finished.

2. Named pipes have a limited capacity. If they are full of data, write accesses to them
are blocked until another process has read enough data from a named pipe until the
write access can take place. Suppose the spanner used with a simulator that writes
large amounts of data to the named pipe tries to block and poll from another spanner
trace context. This polling operation causes the corresponding spanner coroutine to
be suspended, as there is no trace Context yet available, thus ultimately stalling the
pipeline. Therefore, no more data is read from the corresponding named pipe for
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the moment. As a result, the corresponding simulator is also blocked. Blocking this
simulator can now cause SimBricks synchronization messages not to be sent as the
simulator tries to write data to the named pipe first. This could now cause another
simulator to stop progressing because it is waiting for a synchronization message
from the blocked simulator. This in turn could cause the simulator’s pipeline to stop
progressing because the simulator is not writing data to the corresponding named
pipe because it is waiting for the synchronization message. This lack of progress
could in turn cause the required trace context to never be generated, resulting in a
deadlock.

To prevent this, Columbo reads data from the named pipes used. Parses events
from the read data and stores these events in a buffer. The size of the buffer must
be chosen large enough by the user so that the situation described above does not
occur because there is always enough data processed such that the simulators used
can make enough progress to send enough synchronization messages.

Another way to avoid this problem is to split the creation of traces into two phases:

(a) In the first phase, one starts the tracing pipeline such that the simulators event
logs are read while simulating using named pipes. An event stream is generated,
filtered and written into a file without invoking any spanners. This allows for
post-processing and creating spans after the actual simulation, using the event
streams that were written to files. This is feasible as the pre-processed and
filtered event stream is much smaller, compared to the size of the actual raw
log output created by simulators (see Section 5.3).

(b) In the second phase, one would use the in the first phase created event stream
files to start a pipeline as usual. This time, however, spanners are used to
actually create spans. In this phase the possibility of a deadlock is gone as
there are no more simulators involved that might block in an attempt to write
to a named pipe.

4.6 Supported Simulators

Columbo uses modular full system simulation to generate low-level end-to-end system
traces. More specifically, it uses SimBricks simulations. In this section we want to talk
a bit about what changes to the supported simulators were necessary to enable tracing.
Currently, three of the simulators supported by SimBricks are supported to the extent
that tracing is possible. These are Gem5 [29], Ns3 [5] and a behavioral model for an Intel
i40e NIC which is provided by SimBricks [44].

In addition to the components already mentioned, such as events and spans also minor
changes had to be made to the already existing simulators to enable tracing with Columbo:
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1. Gem5: Almost no changes were required within Gem5. Gem5 comes out-of-the-
box with some command line parameters that can be used with the Opt version
of Gem5, making Gem5 log more than enough information of interest to create
traces [29, 12]. The only changes have been made to the SimBricks adapter of
Gem5 to provide additional information in the case of a mmio write access. The
additional information required was a flag indicating whether the access is a posted
write or not and the base address register used when handling the mmio write. This
information is now additionally logged.

2. Intel i40e NIC: The NIC behavioral model provided by SimBricks was already
able to log all the information on the command line that was important for tracing
with the framework presented here. The only changes that were made were to give
the model an alternative command line option to write logging information into a
file as an alternative to the command line.

3. ns3: ns3 provides trace sources that can be used to generate the log output required
for use with Columbo. These trace sources can be used, for example, to signal
that a packet has been sent or dropped. In order to use trace sources, an ns3
user must connect trace sinks to trace sources [5], which can react to events on
trace sources. These trace sinks are used to log messages to a file. To make this
possible, helper classes were implemented within ns3 during the course of this work.
These allow ns3’s config path system to be used to provide an easy way for users to
connect trace sinks to trace sources in already existing ns3 components of interest,
in order to log information about packets passing through a network simulated
by ns3, more specifically a packet passing through the simulated components. In
addition, SimBricks ns3 scripts have been adapted to use these helper classes to
connect trace sinks to trace sources of interest. Further, additional trace sources
have been added to the existing SimBricks adapters so that users of Columbo can
also see in the traces when packets have traversed SimBricks adapters.

4.7 Framework Usage

In this section we describe how users would actually use Columbo. That is, we will look at
what tracing scripts are in the context of this work and why they are necessary. Once we
have looked at that, we will discuss what a possible setup might look like when actually
exporting traces/spans to external tools, how in such an exemplary setup simple sampling
can be applied to reduce the amount of data and how one could extract further metrics
from the exported spans.
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4.7.1 Tracing Scripts

In order to run a simulation users must provide a so-called Tracing Script. This is
necessary because Columbo does not automatically know what the simulated topology
looks like and which of the simulated components should be considered during tracing.
This information must be provided by the user, i.e. a user must provide this information
in the form of a Tracing Script. Specifically, this means that the user must define such
a script in the form of a C++ program. Within this script, the user defines what the
tracing pipeline(s) to be used should look like. Figure 4.1 provides an abstract example
of what an end-to-end tracing pipeline for a single simulator looks like.

Figure 4.1: Abstract overview of the general composition of a pipeline for a single simulator

Columbo provides components that can be assembled like building blocks to describe
the steps to be performed in a pipeline, making it easy for users to write these scripts.
Since it is usually not a single simulator that is being traced but several, it is not a single
pipeline but several pipelines that need to be defined in a Tracing Script, one pipeline
for each simulator involved that is of interest. An abstract example of how the structure
to be defined in such a script should look in the case of four simulators can be seen
in Figure 4.2a.

In an actual script, it is necessary to select concrete types for the individual components
of the pipeline, as illustrated in Figure 4.2b. An example of a concrete Tracing Script
can be found in Appendix A.4.
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(a) Abstract view on the composition of multiple pipelines for multiple simulators

(b) Abstract overview of the general composition of multiple pipelines for multiple simulators
with concrete types

Figure 4.2
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4.7.2 Visualization, Metrics and Sampling

After a user has written a Tracing Script and orchestrated a SimBricks simulation, it is
possible to trace the corresponding simulation. Simply starting these processes in parallel
is however not sufficient, because traces should also be visualized with the option of
making requests to filter them. For this reason, a user must define within the Tracing
Script that one of Columbos exporters (for more details see Sections 3.8 and 4.4) must be
used to make spans, and therefore traces, available for visualization and querying.

In order to use the exporter in a meaningful way, the corresponding external tools to
which spans and traces are to be exported must be started in addition to the SimBricks
simulation and Columbo. An example of such a setup is shown in Figure 4.3. This
illustration depicts the general flow of data and interrelationships between the various
tools. Data is generated in simulators and written to log files or named pipes. These are
then read by the framework presented here. Columbo creates spans and traces which
are then sent to, for example, an OpenTelemetry collector. Within the OpenTelemetry
collector that data can then conveniently be sent to several other tools. In addition, the
OpenTelemetry Collector [6] can be used to further process spans in other desired ways.

Figure 4.3: General view on interactions between different services when creating and
analyzing traces

An example of this would be the automated extraction of span metrics. That means
collecting metrics derived directly from single spans of a specific type, such as the duration
of a syscall. Another example how spans could be further processed is the filtering of
spans that are not of further interest. The OpenTelemetry Collector already provides
some tools for this purpose. These tools come in the form of so-called "Processors" whose
usage can be conveniently configured through a configuration file.

In the example shown here, the OpenTelemetry Collector then exports the spans to
Jaeger [4]. Jaeger allows for browsing and viewing spans in a web interface in detail.
Metrics, such as span metrics are sent in parallel to other tools by the OpenTelemetry
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Collector. In the example shown here, they are sent to Prometheus [8]. Such potentially
interesting temporal information can be partially explored and analyzed through Jaeger
or the Prometheus web interface itself. Especially the extraction of more interesting
metrics for whole traces like the average end-to-end latency is an interesting direction for
future work.

4.8 Framework Extension

Potential users may be interested in adding support for tracing other simulators than
those currently supported by Columbo (Section 4.6), or extending support for one of
these simulators. Another way in which users may wish to extend the framework is to
allow for other export formats than those currently supported, in order to enable the
usage of other external tools.

Depending on a users concrete use case, some or all of the following steps may be necessary
in order to extend Columbo with the functionality that is needed:

• SimBricks. Since Columbo is intended to utilize log files generated by simulators
used within a SimBricks simulation, it is necessary to ensure that SimBricks actually
supports the simulator of interest. If that is not the case, a first integration step is
to integrate such a simulator with the ability to write log files into the SimBricks
framework. This is usually done by implementing a small adapter inside the
simulator to support the SimBricks protocol [44].

• Parser. If a new simulator is added, or if more log output is generated by an
already supported simulator, e.g. due to different cli flags or a version upgrade, a
parser for the simulator’s log files must be provided, or an existing parser must be
extended to be able to parse these log files to generate the desired events.

• Events. In addition to a parser, it may be necessary to introduce new events or
modify existing event definitions within Columbo to reflect the changes in the log
output.

• Spans. Depending on the simulator and the log output, it may also be necessary to
define completely new spans within Columbo, similar to events, or to adapt existing
span definitions to reflect that new or different events may be generated by a parser.

• Spanner. It is evident that alterations to the spans may also require new spanners
to be defined or existing spanners to be adjusted. Depending on what has been
changed, spanners may need to define new handler methods or change existing
handler methods given new or changed span definitions. It may also be necessary
to change when a spanner pushes and polls the trace context given these new or
changed span definitions.
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• Exporter. If a user wishes to use an external tool that does not support the OTLP
protocol, the user must define a new exporter that transforms Columbo’s internal
span/trace representation into the representation required by that tool, as well as
implementing the actual export to the external tool.



Chapter 5
Experimental Evaluation

This chapter presents the results of the evaluation. The chapter is divided into three
sections, starting with the general setup for the experiments. In Section 5.2 we evaluate
the usefulness of the work presented here in a simple experiment, synchronizing two
hosts system time with NTP (chrony [9]) and investigating its behavior using the tracing
capabilities provided by Columbo. Section 5.3 investigates the general performance of the
framework presented here and its performance impact on end-to-end simulations using
SimBricks [44].

5.1 Experimental Setup

All experiments were run on a physical host with two Intel(R) Xeon(R) Gold 6336Y CPU
@ 2.40GHz, 24 cores each, with 8x 32GiB (256GiB) of memory. The physical host was
running Debian GNU/Linux 11 (bullseye) with kernel version 5.15.111.1.amd64-smp. In
all experiments, a simple network topology was simulated. The simulation itself was
run using SimBricks [44]. The respective topologies used are depicted in more detail in
Section 5.2 and Section 5.3. In all cases, the used topologies are composed of two hosts
that were simulated using the gem5 [29] simulator. Each of the host simulators itself was
attached to SimBricks’s Intel i40e NIC behavioral model simulator [44]. These in turn
were connected to an instance of ns3 [5] simulating a simple network topology consisting
of two network switches connected via a bottleneck link. The simulated hosts had a
single core and 8 Gb of memory running ubuntu version 22.04 with kernel version 5.15.93
using only unmodified device drivers and applications. Unneeded features and drivers
were disabled to keep the boot times low. Gem5 was configured to use its TimingSimple
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CPU model, which simulates an in-order CPU using the timing memory protocol. The
CPUs clock frequency was set to 4GHz and DDR4_2400_16x4 memory was used. The
PCIe latency and the SimBricks synchronization interval were set to 500ns each. The
link latency of the bottleneck link was set to 1µs with a bandwidth of 10 Gbps.

In all experiments where log output was enabled, logging statements were enabled when
compiling the Intel i40e NIC behavioral model, ns3 trace sources were attached and
used and gem5 was used in the opt version together with the debugging flags listed in
Appendix A.1 to create the log output necessary to create traces. If no log output was
required in an experiment, logging statements were not activated when compiling the
Intel i40e NIC behavioral model, trace sources in ns3 were not used and gem5 was used
in the fast version without logging output enabled.

5.2 Tracing Usage

In this experiment we want to show how Columbo can be used to detect anomalies in a
network. For this we use chrony [9] (version 4.2), an NTP (Network Time Protocol [20])
implementation. In the topology shown in Figure 5.1, one of the gem5 hosts is configured
to be a NTP server. The server uses its own clock as its reference clock. Thus, the
server is always synchronized. The time of this server is used as the reference time,
i.e. the ground-truth, throughout the experiment shown here. The second gem5 host is
configured with chrony as an NTP client to synchronize its time with that of the server.
The respective chrony configurations, for client and server respectively, can be found in
Appendix A.2.

To be able to decide whether the server and client are in synchronized, both execute a
bash script in parallel to chrony to provide periodic information from the simulation. The
bash script is shown in Appendix A.3 and is the same for both client and server. In the
bash script a loop is executed 16 times and within this loop the Linux date [11] utility
is used to read the Linux system time. This system time is the one to be adjusted by
chrony, hereafter referred to as sys-t, given in seconds. After calling the Linux date utility,
the bash script uses gem5’s m5 tool [12] in the loop to extract the number ticks since
the start of the simulation. With the selected simulation settings, the time extracted
by m5 is the time that has actually elapsed, regardless of the Linux system time. It is
therefore used as the reference time in this experiment and is referred to as real-t in the
following and is given in seconds. After using m5, the chrony command line interface [9]
is used to request chrony’s offset estimate in seconds on the client side in particular. This
is referred to as chrony-off in the following. After these three measurements were taken,
the bash script sleeps for 40 seconds.

In an ideal scenario, i.e. when the client and server are synchronized, the following
conditions should apply to the values that are requested by the above bash script:
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Figure 5.1: Simple dumbbell topology, with bulk send applications exhausting the
bottleneck link, instantiated using SimBricks.

1. |real-tserver − real-tclient| = 0s, i.e. the time difference between client and server in
relation to the real elapsed time is 0.

2. |sys-tserver − sys-tclient| = 0s, i.e. chrony was able to synchronize the Linux system
time which is the same for both client and server.

3. chrony-offclient = 0s, i.e. chrony estimates that the client is synchronized with the
server time. This should be a consequence of the first two points in an ideal scenario.

If all of these conditions are met, it would mean that the same amount of real time has
elapsed on both the client and server sides, with the same system time. In this case not
only the system time but also the underlying real time would be the same. The chrony
client should also correctly estimate the real offset to be 0 in this case.

Since in the setup presented here the corresponding measured values are obtained using
the aforementioned bash script, which is executed within the simulated hosts under
Linux, we expect that in the equations shown, the corresponding differences and the
chrony estimate are not exactly zero seconds, but only very close to zero seconds, even
under ideal conditions. Another reason is that chrony uses software timestamping in the
experiments, which is not 100% accurate. This leads to small deviations. So we expect
that all measurements shown above are not exactly zero, but very close to zero.

The experiment described above is carried out twice:

1. In the first run, in addition to the two hosts, i.e. the NTP client and server,
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there are applications running within ns3. BulkSendApplications are used to send
packets to corresponding PacketSinks. The BulkSendApplications send as much
data as possible to utilize the available bandwidth completely, i.e. they exhaust the
bottleneck link connecting the two switches shown in the topology [5]. PacketSinks,
on the other hand, do not send any packets back but consume incoming packets [5].

2. In the second test run, the same topology is executed completely without applications
within ns3. This test run therefore represents ideal conditions under which chrony
should have no difficulty synchronizing the hosts involved.

The results of the first run, i.e. the run in which ns3 applications were used, are shown
in Figure 5.2a. The results of the second run, i.e. the run without ns3 applications, are
shown in Figure 5.2b. In the respective graphs, the 16 measuring points are listed on the
x-axis, which correspond to the 16 iterations of the bash script described above and thus
the measuring points at which time information is requested. For both experiments, the
following three values are plotted in seconds:

1. Real Time Offset = real-tserver − real-tclient

2. System Time Difference = sys-tserver − sys-tclient

3. Chrony Client Offset Estimation = chrony-offclient

Let’s look at the second run of the experiment, in which no ns3 applications were used
to send additional packets over the bottleneck link connecting the switches. Notice that
although the conditions for exchanging NTP packets are ideal, the client and server are not
fully synchronized. This can be easily seen from the fact that the Real Time Offset ̸= 0s

and the System Time Difference ̸= 0s apply to the shown measurement points. The Real
Time Offset averages out to −0.0028932436s while the System Time Difference averages
out to −0.00028319744s. This happens even though chrony’s offset estimate is getting
closer and closer to zero seconds, and thus the system time is only slightly or not at all
adjusted by chrony as the experiment progresses. It must be noted, however, that the
client and server times are very close. The small deviation in time was to be expected, as
mentioned above.

Looking at the results of the experiment where ns3 applications were used to exchange
packets over the bottleneck link, it is noticeable that, similar to the case where no ns3
applications were used, both the System Time Difference and the Chrony Client Offset
Estimation approach the desired value of 0 as the experiment progresses. Unlike the first
case, this is not true for the Real Time Offset, which averages out to −0.033175073722222s,
which is a factor of ≈ 11.5 larger than the setup using ns3 applications to generate
background traffic. This basically means that at the same system time, the client and
server are at different points in relation to the actual real time. Thus, they are far from
being synchronized compared to the first more ideal experiment setup.
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(a) Synchronization time results for experiment using ns3 BulkSendApplications. Showing the
real time difference between client and server, the difference in system time between client and
server as well as the clients time offset estimation.

Measuring points

Ti
m

e 
in

 s
ec

on
ds

-0,0075

-0,0050

-0,0025

0,0000

0,0025

0,0050

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

Real Time Offset Chrony Client Offset Estimation System Time Difference

(b) Synchronization time results for experiment without ns3 applications. Showing the real time
difference between client and server, the difference in system time between client and server as
well as the clients time offset estimation.

Figure 5.2
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The framework presented in this work can now be used to explain this phenomenon. In
the case of the two experiments, Columbo was started in addition to the actual simulation
in order to generate traces, which were exported to Jaeger using the OTLP-Exporter
provided by the framework in order to be able to analyze the generated traces. An
important aspect here is that the Tracing Script was configured to generate traces using
log messages from all the simulators involved. However, it should be noted that events
caused by the respective ns3 applications were filtered out during tracing. Therefore, only
packets exchanged between the two gem5 host instances can be seen in the generated
traces. In the case of the experiments considered, these are NTP packets.

Tracing allows you to view the resulting traces in Jaeger. In the case of the experiment
where no ns3 applications were sending packets, two such traces look as shown in Figure 5.3
after the first search for traces in Jaeger. These two traces belong to the sending of an
NTP packet. The lower of the two traces corresponds to an NTP packet being sent from
the client to the server, and the upper trace corresponds to an NTP packet being sent
back from the server to the client. You can see that both traces have an end-to-end
latency of 16µs and 17µs, respectively. In this case the end-to-end latency is calculated
by taking the first timestamp of the trace starting span and the latest timestamp of any
events, considering all spans within the trace.

Figure 5.3: Two traces from the no ns3 applications experiment.

Figure 5.4 shows two additional traces. These traces are the result of running the above
experiment using ns3 applications to send additional packets over the bottleneck link in
addition to the NTP packets send by chrony. One Trace corresponds to the sending of an
NTP packet from the client to the server and one Trace corresponds to the return of an
NTP packet from the server to the client.

Figure 5.4: Two Traces from the experiment, using ns3 applications.

If we now compare the traces of the experiment where ns3 applications were used with
those where no ns3 applications were used, we see that in the first case the end-to-end
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latency of the trace where an NTP packet is sent from the server to the client is 23.05ms.
Therefore, the latency in this case is significantly higher than in all other cases. Using
Jaeger, this trace can now be analyzed in more detail. When opened, the trace looks as
shown in Figure 5.5.

Figure 5.5: Outlier trace. Detailed view within Jaeger.

The individual spans and their causal relationships can be seen in the tree-like view on
the left. If one span hangs below another in this tree, the lower span is the child span.
For example, in this trace view, you can see the server-side syscall that triggered the
return of an NTP packet as the span that started the trace. The immediate child span of
that syscall is a mmio write access to one of the registers of the NIC attached to the host.
This write also has a counterpart in the NIC simulator. You can see this because the
mmio write span has a mmio write span as a child, with the former coming from the host
simulator’s log file and the latter coming from the NIC simulator’s log file. Therefore, to
make these connections possible, Columbo performed trace context propagation across
simulator boundaries. The mmio span on the NIC side has several child spans. These
are the DMA accesses that the NIC performs to read the data to be sent, and a final
span that marks that a packet has been sent. The span representing that the NIC sent a
packet is then connected to spans coming from the ns3 simulator log file. This is again
a point at which Columbo has performed trace context propagation to make the causal
connection between the span representing the packet being transmitted and the spans
associated with the packet traversing the network. The trace then continues in this style
until it is received by the client. On the right side of the view, you can see in color how
much time was spent in each span. Notice that a lot of time was spent in one of the
kNetDeviceSpans, indicated by the large brown bar, compared to all other spans in the
trace shown. In the trace shown, there are four spans of this type, two of which are caused
by one of the simulated switches. One span is created when a packet enters a switch, and
one span is created when a packet exits a switch. Since the simulated topology consists
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of two switches, there are 4 spans. The span that takes the longest to send the NTP
packet belongs to the switch marked in red in Figure 5.1. If we look at other traces of
the experiment using ns3 BulkSendApplications with the help of Jaeger, we see that all
packets sent from the server to the client were delayed by about the same amount of time.
In all of them, the red marked switch is the span where the vast majority of time is lost.
Users can now drill down into the details of such an interesting span. For example, one
can extract the timestamp at which that span started and the timestamp at which that
span ended to calculate the actual duration or time spent in that particular span. In the
given case, a user can then calculate that ≈ 23ms was spent in that span, indicating that
the red marked switch is indeed the cause of the high latency of packets sent from server
to client.

The reason for this result is that the bottleneck link shown in the topology is exhausted
in the server-to-client direction during the experiment using ns3’s BulkSendApplications.
This is not the case in the client-to-server direction because PacketSinks do not send
packets back to the corresponding BulkSendApplications from which they receive packets.
In this way, the experiment shown simulates a network in which asymmetric behavior
prevails, since the bottleneck link is expected to be exhausted when sending in the
server-to-client direction. Given the experimental setup, NTP packets sent by chrony
experience additional queuing delay in the switch close to the server when sent from
server to client. This is due to the fact that they have to be buffered in the switch,
which is marked red in Figure 5.1, until they can be forwarded from the switch using the
exhausted bottleneck link. This buffering delay can be easily seen using Columbo, as
shown in Figure 5.5. The asymmetry in the network is a problem for chrony, which tries
to compensate for asymmetric delays, but cannot do so if there are persistently relatively
large asymmetric delays [9]. So we could use Columbo to easily understand and find the
problem that causes the client and server to synchronize poorly.

5.3 Tracing Overhead

We will now examine the runtime of Columbo, as well as the size of the log files generated
by the simulators compared to the size of the files containing the parsed and filtered
events intended to be used to create Spans. The topology shown in Figure 5.6 was used.
As a workload for the actual simulation, we use the netperf [17] TCP benchmark to
perform a two-second latency test (TCP_RR) between the two simulated hosts.

The following configurations are compared trace-wise:

A. No logging. In the first setup we ran the experiment using SimBricks without
any logging enabled on the simulator side. In this case, tracing is not possible. It
allows the simulators to run faster. This configuration is used as a baseline to see
the overhead in experiment runtime that is introduced by enabling logging in the
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Figure 5.6: Simple dumbbell topology instantiated using SimBricks

simulators.

B. Logging without tracing. In the second setup, logging output was enabled for
all involved simulators. The simulators were instructed to write log output to a
regular file, and no tracing was applied. This shows the overhead of just running
the simulators in logging mode to make tracing theoretically feasible and to show
how large their respective log outputs are.

C. Traces from raw log files. In this experimental setup, the unprocessed, i.e. raw,
log files created in Item B. were used to create traces. Therefore, in this case, the
simulation was not run in parallel with Columbo, and thus no named pipes were
necessary. This reflects the "offline" use of the tracing framework. For the purpose
of creating and exporting traces to external tools, a complete tracing pipeline was
started, including Exporters and the OpenTelemetry Collector along with Jaeger.
This setup was similar to the one shown and described in Section 4.7.2 except that
no named pipes were used and no simulation was run alongside Columbo.

D. Logging and event creation. In this setup, logging was enabled again for
all simulators. The framework presented here ran "online" alongside the actual
simulation using the named pipe setup (Sections 3.10 and 4.5.3). The Tracing Script
(Section 4.7.1) was written to not use spanners and therefore not use tracers or
exporters within the tracing pipeline. The pipelines were configured to read the
simulator log output from the named pipes, create events, filter them, and write the
resulting event stream to a file for each simulator. Thus, with the given topology,
5 files were created, each containing a simulator instance specific event stream.
SimBrick’s synchronization events were filtered out from the events and thus from
the resulting file.

E. Traces from pre-processed events. In this setup, the pre-processed event files
written during the setup described in Item D. were used to create traces. A full
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tracing pipeline was started utilizing an Exporter and the OpenTelemetry Collector
along with Jaeger to export traces similar to Item C.. However, it is important to
note that in this case no raw log files were used, but files containing the previously
parsed and filtered events needed for trace creation.

F. Logging and full online trace creation. In the last setup, both the simulation
and the complete tracing pipeline were executed together with external tools in
order to be able to export the resulting traces. This means that it was an "online"
setup in which the simulators used write their raw log output to named pipes which
are then read in parallel by Columbo. This data is then used to create events, which
in turn are used to create spans. The spans are then used to create traces, which
are eventually sent to an OpenTelemetry Collector using an Exporter. This is the
setup described in Section 4.7.2.

In Table 5.1 you can see the results of the different experiment setups in terms of runtime
and size of the written files, if any files were written.

Experiment Runtime Accumulated file size
No logging A. 1.35 h ×

Logging without tracing B. 7.78 h 1.3 Tb
Traces from raw log files C. 6.4h ×

Logging and event creation D. 7.38h 18 Gb
Traces from pre-processed Events E. 6.11h ×

Logging and full online trace creation F. 7.06h ×

Table 5.1: Tracing Overhead results

5.3.1 File Sizes

One can see that when simulating the topology shown in Figure 5.6, the simulators
used, wrote a total of 1.3 Tb of unmodified raw log files. Of these 1.3 Tb, 685 Gb are
attributable to the gem5 client, 601 Gb to the gem5 server, 210 Mb each to the Intel
i40e NIC behavior models, and 327 Mb to ns3. It is notable that the two gem5 instances
in particular generate very large log files. On the one hand, this is due to the fact that
they simulate a host system running unmodified Linux and netperf under Linux, i.e. it is
to be assumed that these simulators produce larger log files than the other simulators
used, since they have to simulate "more". However, with the debugging flags shown in
Appendix A.1, they also generate more information than is currently used by Columbo
and required for most use cases, such as micro-operations. Therefore, these log files could
possibly be made smaller with a more precise selection of the gem5 debug flags depending
on the use case, potentially losing some information such as which micro-operations were
executed.
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If you now take a look at the files containing the pre-processed event streams of the
respective simulators, you will see that they require a total of 18 Gb of disk space. Of
these, 223 Mb are allocated to the event files of the two Intel i40e NIC behavior models,
381 Mb to the ns3 event file, 8.2 Gb to the gem5 server event file, and 8.5 Gb to the
gem5 client event file. The two gem5 simulator event files are particularly noticeable, as
they are significantly smaller than the corresponding unprocessed and unmodified log
files. The reason for this is that the raw log files contain much more information and
actions than Columbo is currently able to parse and convert into events. An example of
this are micro-operations that are contained in the simulator’s log, but are not converted
to events. Since these are not currently converted to events, they are missing in the
resulting event files. It is also worth noting that the ns3 event file is slightly larger than
the corresponding raw log data. This is due to the fact that the current storage format
for events is not optimized to save memory, but to be easily readable by humans.

5.3.2 Runtime

If you look at the runtime of the experiment with the respective logging and tracing
combinations, you can see that the experiment with the configuration in which no logging
was performed was significantly faster than all other setups. The reason for this is that
in this case logging was turned off for all simulators. Therefore, the simulators did not
have to execute any logging statements, which improved their performance. The two
gem5 instances are the biggest factor here. This can also be seen in Section 5.3.1, as
they write by far the largest log files when configured to generate log output. In the case
that gem5 is not supposed to generate log output, the fast version of gem5 is used in the
experiments shown, an optimized binary in which the corresponding logging statements
and debug symbols are optimized away. Therefore, gem5 is significantly faster in this case
than in the logging case where gem5 is used in the opt version. Since gem5 is generally
the slowest and thus the limiting factor for the runtime of the entire simulation for the
simulators shown, this explains the time difference between the No logging setup and the
Logging without tracing, Logging and event creation, and Logging and full online trace
creation setups. In general, it can be said that simulation times increase significantly
depending on the simulators to be traced, regardless of the tracing framework used, in
order to generate the log output required for tracing.

In the cases of Logging and event creation and Logging and full online trace creation,
Columbo runs alongside the SimBricks simulation. In the case of Logging and event
creation, SimBricks and the framework presented here run in parallel to create files that
store the parsed and filtered events for each simulator. Regarding the experimental
setup of the Logging and full online trace creation case, SimBricks and the tracing utility
run side-by-side to create Traces and export them to external tools as described in
Section 4.7.2. Note that the experiments with the logging without tracing setup ran longer
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than the logging and event creation setup, which itself ran longer than the experiment
with the logging and full online trace creation setup. The reason for this is that in the
Logging without tracing and Logging and full online trace creation cases, more disk I/O
must be performed to persist the raw simulator log files and the event stream files for each
simulator, respectively. This is in contrast to the Logging and full online trace creation
setup, in which all data is kept in memory all the time and no disk I/O is required. This
explains the relatively small differences between these setups.

Comparing the runtimes of the above cases with the runtimes of the experiments using
the Traces from raw log files and Traces from pre-processed events setups, you can see
that the latter are also significantly faster than the experiments using the logging without
tracing, logging and event creation, and logging and full online trace creation setups. This
is because the experiments in the latter cases used Columbo "online", i.e. alongside the
actual SimBricks simulation using named pipes. In the Traces from raw log files and
Traces from pre-processed events cases, the tracing framework was used "offline", i.e. the
actual SimBricks simulation was not running in parallel with the tracing framework.
Therefore, Columbo used existing raw and unmodified log files or pre-processed event files
as input to create traces and export them to external tools. For this reason, the actual
simulation of gem5 is no longer the bottleneck for the runtime of the whole experiment,
which explains the general runtime jump between the mentioned experiment setup groups.

Gem5 cannot be the bottleneck, and thus the reason for the long runtimes, in the
experiments using the Traces from raw log files and Traces from pre-processed events
setups, because they do not run in parallel with the actual simulation. Instead, they reveal
a bottleneck within the actual tracing framework. When looking at how the individual
components provided by Columbo are linked together, as shown in Figures 4.2a and 4.2b,
you will see that simulator-specific pipelines are instantiated for each simulator, creating
spans. In the cases we’re considering right now, this comes down to instantiating a pipeline
for each raw, unmodified simulator log, or for each file that stores a simulator-specific
event stream. The bottleneck now occurs when these spans are ready for export and
need to be converted into the required representation to be sent to an external tool.
This is done within an Exporter (Sections 3.8 and 4.4). All simulator-specific pipelines
share a single Exporter instance and must synchronize their access to it in the current
implementation. This synchronization is currently required because pipelines export
spans through the tracer. The tracer in turn ensures that spans are only exported if
their parent, if present, has already been exported, which requires exclusive access for
bookkeeping purposes while a span is being exported as described in Section 4.3. Since
exporting and especially converting spans to the OpenTelemetry format used by the
currently supported toolchain takes a lot of time compared to the time needed by the
simulator specific pipelines to generate spans ready for export, waiting for the Exporter
instance to be granted access makes these experiment setups take significantly more time.
For example, if the experiment using the Traces from pre-processed events setup is run
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exactly as before, with the only difference that no Exporter is used (i.e., span creation and
context propagation are still done as before), the runtime of the experiment is reduced
from 6.11 hours to 27 minutes.





Chapter 6
Related Work

6.1 Simutrace

Simutrace [51] is a tracing framework specifically designed for full system memory tracing.
It uses functional full system simulations and captures memory accesses at the hardware
level including accesses of user-space programs, the operating system, drivers and direct
memory accesses. To enable the tracing of memory accesses in full length without loss
during long-running workloads, Simutrace incorporates a fast and capable compressor.
As Simutrace uses simulation to gain insight, the resulting traces are free of side effects
and thus preserve timing information, similar to Columbo. One distinguishing feature of
Simutrace is its ability to track not only the physical or virtual memory addresses being
accessed, but also the actual data being written during write operations. This allows for
the reconstruction of a system’s memory state at a given point in time. Columbo is not
capable of doing so, but could in principle be extended to fully trace memory accesses if
the simulators used provide sufficient information in the form of a log file. In addition
to its primary focus on memory tracing, Simutrace has a flexible and modular design
that allows it to interface with a variety of full-system simulators and to trace data other
than memory accesses, such as OS introspection events. Simutrace achieves modularity
by following a client-server architecture. Clients have two functions: firstly, they trace
extensions within a full system simulator and collect information about memory accesses
that they send to a server. Secondly, they are peers that connect to a server to query and
analyse collected traces. The server is the central component of Simutrace, responsible for
storing, compressing/decompressing, receiving and presenting traces to and from clients.
Columbo makes only partial use of a client-server architecture. The processing and
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creation of traces is handled completely independently of the actual simulation within the
framework. It could be argued that this is the client aspect of the work presented. Once a
trace is completed, Columbo aims to use tools from the distributed tracing community and
thus aims at transforming its internal trace representation into whatever representation
is needed by a tool to then send a trace to the respective tool so that the tool takes care
of storing and retrieving the respective data, in this case the server. Since Simutrace
handles storing the traces itself, it organizes the traces into streams that separate events
according to their semantic background and type, providing flexibility and fast random
read access without any restrictions on the type of event captured. Eventually, Simutrace
writes trace data to persistent storage using a custom format optimized for traces with a
large number of entries. This work does not bother to store traces on disk, as they are
exported to external tools that are responsible for this if desired. Since Columbo uses
log files to receive data, the use of tracing extensions is not required in comparison to
Simutrace, which requires the implementation of an integration layer within a simulator,
consisting of hooks that communicate the desired information to Simutrace. An aspect
that distinguishes this work from Simutrace is that the work presented here supports the
tracing of end-to-end simulations involving potentially multiple different and independent
simulator instances, while being able to make causal connections between spans across
the boundaries of the participating simulators.

6.2 TraceDoctor

In their work Balancing Accuracy and Evaluation Overhead in Simulation Point Selec-
tion [37] Gottschall et al. present TraceDoctor, a powerful and versatile tracing interface
for FireSim [41]. This is also a major difference between the work presented here and
TraceDoctor, as this work aims to support arbitrary simulators, while TraceDoctor is
specifically designed to be used alongside FireSim. FireSim itself is an FPGA (Field
Programmable Gate Array) accelerated full system hardware simulator that can reduce
simulation times by two orders of magnitude compared to software simulators for computer
architectures. FireSim requires key components of a system, such as the processor core,
to be modelled at RTL level. Hardware configurations of such components are then
instantiated on FPGAs, allowing all actions for a given clock cycle to be performed in
parallel. While this design is beneficial for performance, it makes implementing ideas
much harder, and also limits the ability to gather information, as it requires hardware
to retrieve information at the level required by for example hardware architects. When
running a simulation with FireSim, TraceDoctor runs in parallel on the host using a
configurable number of workers, thus minimizing simulation slowdown while analyzing
trace data. TraceDoctor is capable of tracing architecture-internal signals in every clock
cycle of the simulator. This is achieved by connecting a so-called trace vector to the signals
of interest within the simulated hardware to TraceDoctor’s hardware component. This is
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another general difference between Columbo and TraceDoctor. The design of Columbo
is strongly influenced by the decision to modify the simulators as little as possible, or
not at all, by using log files as a source of trace data. However, this is not possible in
the case of TraceDoctor, as it requires the synthesis of a hardware component on the
FPGA side, thus instrumenting the simulation to collect the required data. The trace
vectors are transferred to the host via the FPGA’s DMA interface. The trace data is
processed by software workers running on the host side, which allow the trace data to
be analyzed, compressed and filtered. This also helps to keep storage overheads to a
minimum. If TraceDoctor is unable to either perform DMA accesses fast enough or to
send the previously transferred data, the simulation will eventually stall. Like Columbo
does TraceDoctor allow analyzing, filtering or compressing the traced data outside the
critical path of the actual simulation. In both cases, however, not performing these
actions will potentially cause the simulator to stall, either by not reading from a named
pipe in the case of Columbo, or by explicitly preventing the simulation from progressing
until a DMA can be performed. TraceDoctor minimizes the risk of simulation stalling
by allowing multiple workers to run in parallel on the host side. This also allows several
analyses to be performed on the traced data in parallel, if the analyses permit this. The
workers are independent of the simulated hardware design, which eliminates the need
for FPGA synthesis if changes are made to them. FPGA synthesis is only required by
TraceDoctor if the trace vector used changes. Both works allow to change the analyses
performed on the trace data without changing the simulators involved. TraceDoctor,
however, allows to perform several analyses on the same data in parallel. This is not
possible with the work presented here, which allows several analyses to be run, but only
one after the other within the same pipeline. As previously stated, the most significant
distinction between Columbo and TraceDoctor is that Columbo supports the tracing of
end-to-end simulations involving multiple distinct and independent simulator instances,
while being able to make causal connections between spans across the involved simulator
boundaries.

6.3 Trace Compass

Trace Compass is an open-source application for visualizing and analyzing log files [21].
Trace Compass combines log files from different sources, including the kernel, userspace
applications and network devices. It supports a multitude log file formats, including the
Common Trace Format (CTF) [10], the Linux FTrace raw binary and text format, as well
as PCAP files. These log files are parsed to generate events with timestamps. In general,
Trace Compass combines the events parsed from the various log files into a single event
stream. This stream contains events that are ordered according to the time at which they
occurred, with events that occurred around the same time being packed together closely
in the resulting stream. This stream can then be analysed by users to infer relationships
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between events and correlate them. To facilitate this, Trace Compass provides a number
of different views to show the relationships between events. Trace Compass uses a plugin
architecture and is therefore modular and extensible. Developers can add support for new
trace types, analysis modules and visualizations. This allows Trace Compass to be easily
adapted to different scenarios. In general, Trace Compass is a toolkit that enables the
analysis and potential correlation of different log files through different modules. Trace
Compass, unlike Columbo, is not designed for use with full system simulation, but it
supports a number of specified log file formats. In contrast, the framework presented here
is designed to support any simulator log files. Furthermore, the framework presented in
this paper attempts to automatically infer relationships between events across simulator
boundaries in order to instantly create end-to-end traces. Trace Compass cannot do this
in general, but users/developers can add this or similar functionality to Trace Compass
in the form of modules. Consequently, Columbo could be incorporated as a module into
Trace Compass in the future, thereby enhancing its functionality.



Chapter 7
Conclusion

This thesis presents Columbo, a framework for obtaining in-depth visibility into systems by
using log files generated by individual simulators during modular full system simulations.
Columbo analyzes the log files generated by such simulations to create comprehensive
traces that depict cause-and-effect relationships between actions within different simulators.
Traces are created by parsing individual log files to create events. These, in turn, are
combined into spans and causally linked to each other to form a distributed trace
through the simulated system, across simulator boundaries. Thus, Columbo combines the
advantages of modular full system simulation, such as deep visibility, with the advantages
of distributed tracing, which enables reasoning about the end-to-end behavior of systems
across system boundaries.

The framework approach offers several advantages. Firstly, Columbo seamlessly integrates
with existing modular simulations, making it straightforward to adopt and integrate
with new simulator components. The pipeline architecture achieves this as outlined
in Chapter 3 and Chapter 4. Pipelines allow the creation of small, independent and
individual components, such as a new parser for the log format of a simulator. These can
then be used within a pipeline in conjunction with already existing components. It is
also possible to easily adapt existing pipeline components as they perform small logical
tasks within the pipeline, making them easier to maintain and extend.

Secondly, Columbo is non-invasive, requiring no modifications to existing simulators and
is functioning out-of-the-box with any simulator that generates log files. Columbo creates
end-to-end full system traces, making causal connections across simulator boundaries by
utilizing the different log files of the simulators involved. As visibility into the simulated
system is an important aspect of simulation in general, the majority of existing simulators
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are already capable of providing detailed log files. No further instrumentation is required
within a simulator itself by the framework. Therefore, simulators can be integrated into
Columbo without any changes. This is also not required for the creation of causal links
between spans, as these are inferred from the natural boundaries between simulators.
This is possible because simulators generate start- and end-events that allow the creation
of spans for a single simulator, such as a syscall entry and return to userspace. On the
other hand, send and receive like events are generated between simulator boundaries such
as the issuing of a mmio-write on the host side and the confirmation of a mmio-write to a
register on the device side, which allow relationships between simulator-specific spans to
be inferred across simulator boundaries.

Thirdly, Columbo processes log files concurrently with the simulation, reducing storage
requirements and enabling real-time analysis. Given that simulators can create very
large amounts of log files, it is possible to run the framework in parallel with the actual
simulation using named pipes to create Traces. This prevents the creation of large log
files and speeds up the end-to-end process of obtaining Traces.

Finally, Columbo facilitates the exploration and analysis of the generated Traces through
the use of visualization tools and querying mechanisms. Columbo comes with a compati-
bility layer in the form of Exporters (Sections 3.8 and 4.4). Exporters allow the conversion
and export of framework Traces to battle-tested external tools from the distributed tracing
community. These tools then allow to query and visualize Traces.

By achieving these goals, the framework empowers users to gain deep insight into system
behavior across different layers within a modular simulation environment. This paves the
way for efficient debugging, performance analysis, and optimization of complex systems.

7.1 Future Work

We now discuss some directions in which the work presented here can be extended in the
future.

Tracing Limitations

The framework outlined here represents a first starting point for obtaining low level
end-to-end system traces through modular full system simulations and still has limitations
that should be addressed in future versions.

There is a first limitation with regard to tracing programs within host simulators. In full
system simulations, depending on the use case, it is desirable to run unmodified Linux
on a simulated host in order to be able to execute unmodified applications. In addition,
simulators such as gem5 can provide information about what happens at CPU level when
a program is executed on a host, like the address of a function that is currently being
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executed. To make this information more accessible to users of Columbo, it currently
attempts to resolve function addresses to their symbol names. However, this is only
possible for programs from which a symbol table, that stores a mapping of the relative
address offsets of function symbols alongside the required global address offset is provided
by the user. This is not easy, especially for userspace programs, for example, due to kernel
protection rules and dynamic linking, making a static offset difficult to use. Support for
this should be extended in future versions of the framework.

Another general limitation of Columbo results from the choice to infer causal relationships
in order to propagate trace context. Suppose we want to simulate a topology where a
server communicates with several clients. Assume two clients, A and B, simultaneously
send packets to a single server. Consider also that these are processed one after the other
by individual syscalls when arriving at the server. Currently, Columbo cannot distinguish
in such a scenario whether a syscall is processing the packet originally coming from client
A, that from client B or maybe both. This is due to the fact that, depending on the
simulator’s log file output, only the information that packets are available for processing
and the associated DMA access events, which copy the packet data into kernel space,
are available. Information about which IP addresses are set in the IP header of these
packets, for example, in order to be able to distinguish which of the packets was read in
the example, is not available. With only one communication partner this is sufficient to
infer causal relationships. In this case, Columbo could uniquely identify the sender of the
packets. As this is not possible in the given example, the framework has to "randomly"
determine which packet is read, leading to incorrect causal connections between spans.
Such limitations should be addressed in future versions of Columbo to make trace context
inference more robust.

Tracing Scripts

In order to use Columbo, users currently have to manually write a C++ program using
the components provided by the framework. This allows users to define tracing pipelines
and assemble them like building blocks. However, this is still very cumbersome and
error-prone, as these Tracing Scripts can become quite extensive even with ready-made
components (see Section 4.7.1 and appendix A.4).

A possibility for the future is to add functionality to Columbo that allows users to trace
simulations without having to write a C++ program. This can be achieved by providing
a general purpose program that offers an interface in form of a configuration file that can
be used to provide the required information for the framework to automatically initialize
tracing pipelines.
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Limited Simulator Support

Columbo currently supports only three Simulators: Gem5, Intel i40e NIC behavioral model
and ns3 (Section 4.6). As the framework is primarily designed for use with SimBricks,
ideally all simulators supported by SimBricks should also be supported by Columbo.
Even if some use cases can be covered using the simulators already supported, this is
by far not enough if, for example, potential users want to run actual RTL hardware
simulations, which SimBricks also enables using Verilator. Therefore, support for more
different simulators should be added in future versions.

Exporter Bottleneck

In Section 5.3, we analyzed the performance of the presented framework and its influence
on the experiment runtime when used alongside an actual simulation. In the course of
this, it was found that the Exporter is a bottleneck in the current pipeline design. This
bottleneck significantly increases the time required for trace creation and export as a
single exporter instance is used by all pipelines, which need to synchronize their access to
it.

This bottleneck should be avoided in future versions of Columbo by providing each
pipeline instance with its own Exporter instance during tracing. In this way, access
for exporting no longer needs to be synchronized and, due to the increased number of
exporters, exporting itself can take place in parallel for each pipeline, thus increasing
throughput.
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Appendix A
Implementation Details

A.1 Gem5 debug flags used within experiments

The following debug flags were set and enabled when gem5’s opt version was used in
experiments within this work to gather log output used for trace creation:

1 −−debug−f l a g s=" SimBricksAll , Sy s c a l lA l l , EthernetAl l , PciDevice , PciHost ,
ExecEnable , ExecOpClass , ExecThread , ExecEffAddr , ExecResult , ExecMicro ,
ExecMacro , ExecUser , ExecKernel , ExecOpClass , ExecRegDelta , ExecFaulting ,
ExecAsid , ExecFlags , ExecCPSeq , ExecFaulting , ExecFetchSeq "

More Information on gem5 debugging can be found on the gem5 projects website [12].

A.2 Chrony Configurations

The two following chrony configurations listed, one for a server and one for a client, were
used during the experiments further described in Section 5.2.

Server Config:

1 l o c a l stratum 1
2 a l low 192 . 168 . 64 . 0/24
3 r a t e l im i t i n t e r v a l −2

Client Config:

1 s e r v e r { s e l f . s e rver_ip } i bu r s t
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A.3 Tracing Usage Experiment - Bash Script

The following bash script was used in the experiment described in Section 5.2 to periodically
extract timing information from the simulated client and server hosts:

1 for i in {{1 . . 16}}
2 do
3 date +%s%N
4 m5 dumpstats
5 chronyc −n t rack ing
6 s l e ep 40
7 done

A.4 Example Tracing Script

Example Tracing Script (see Section 4.7.1) to create traces from two Gem5 instances, two
NIC i40e behavioral models and an NS3 instance using multiple filters in each respective
pipeline.

1
2 i n t main ( i n t argc , char ∗argv [ ] ) {
3 . . . // do command l i n e pars ing to r e c e i v e f i l enames e t c .
4 const TraceEnvConfig trace_env_conf ig
5 = TraceEnvConfig : : CreateFromYaml ( r e s u l t [ " t race−env−c on f i g " ]
6 . as<std : : s t r i ng >() ) ;
7 TraceEnvironment trace_environment { trace_env_conf ig } ;
8 spdlog : : s e t_ l e v e l ( trace_env_conf ig . GetLogLevel ( ) ) ;
9 auto expor te r = create_shared<s imbr i ck s : : t r a c e : : OtlpSpanExporter >(

10 TraceException : : kSpanExporterNull ,
11 trace_environment ,
12 trace_env_conf ig . GetJaegerUrl ( ) ,
13 f a l s e ,
14 " t r a c e " ) ;
15 Tracer t r a c e r { trace_environment , std : : move( expor te r ) } ;
16
17 constexpr s i z e_t kLineBuf f e rS i zePages = 16 ;
18 constexpr bool kNamedPipes = true ;
19 const s i z e_t event_buf f e r_s ize = trace_env_conf ig . GetEventBuf ferS ize ( ) ;
20 const std : : set<std : : s t r i ng> b l a c k l i s t_ f un c t i o n s {
21 trace_env_conf ig . Beg inB lack l i s tFunc Ind i ca to r ( ) ,
22 trace_env_conf ig . EndBlack l i s tFuncInd icator ( ) } ;
23
24 us ing QueueT = CoroUnBoundedChannel<std : : shared_ptr<Context>>;
25 auto server_hn = create_shared<QueueT>(
26 TraceException : : kChannelIsNul l ) ;
27 auto server_nh = create_shared<QueueT>(
28 TraceException : : kChannelIsNul l ) ;
29 auto c l i ent_hn = create_shared<QueueT>(
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30 TraceException : : kChannelIsNul l ) ;
31 auto c l i ent_nh = create_shared<QueueT>(
32 TraceException : : kChannelIsNul l ) ;
33 auto nic_c_to_network = create_shared<QueueT>(
34 TraceException : : kChannelIsNul l ) ;
35 auto nic_s_to_network = create_shared<QueueT>(
36 TraceException : : kChannelIsNul l ) ;
37 auto nic_s_from_network = create_shared<QueueT>(
38 TraceException : : kChannelIsNul l ) ;
39 auto nic_c_from_network = create_shared<QueueT>(
40 TraceException : : kChannelIsNul l ) ;
41 auto server_n_h_receive = create_shared<QueueT>(
42 TraceException : : kChannelIsNul l ) ;
43 auto cl ient_n_h_receive = create_shared<QueueT>(
44 TraceException : : kChannelIsNul l ) ;
45 us ing SinkT = CoroChannelSink<std : : shared_ptr<Context>>;
46 auto sink_chan = create_shared<SinkT>(
47 TraceException : : kChannelIsNul l ) ;
48
49 std : : vector<EventTimeBoundary> timestamp_bounds{EventTimeBoundary{

lower_bound , upper_bound }} ;
50
51 auto spanner_h_s = create_shared<HostSpanner>(
52 TraceException : : kSpannerIsNul l ,
53 trace_environment ,
54 " Server−Host " ,
55 t race r ,
56 server_hn ,
57 server_nh ,
58 server_n_h_receive ) ;
59
60 auto spanner_h_c = create_shared<HostSpanner>(
61 TraceException : : kSpannerIsNul l ,
62 trace_environment ,
63 " Cl ient−Host " ,
64 t race r ,
65 cl ient_hn ,
66 cl ient_nh ,
67 cl ient_n_h_receive ) ;
68
69 auto spanner_n_s = create_shared<NicSpanner>(
70 TraceException : : kSpannerIsNul l ,
71 trace_environment ,
72 "NIC−Server " ,
73 t race r ,
74 nic_s_to_network ,
75 nic_s_from_network ,
76 server_nh ,
77 server_hn ,
78 server_n_h_receive ) ;
79
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80 auto spanner_n_c = create_shared<NicSpanner>(
81 TraceException : : kSpannerIsNul l ,
82 trace_environment ,
83 " Cl ient−NIC" ,
84 t race r ,
85 nic_c_to_network ,
86 nic_c_from_network ,
87 cl ient_nh ,
88 cl ient_hn ,
89 cl ient_n_h_receive ) ;
90
91 NodeDeviceToChannelMap to_host_map ;
92 to_host_map . AddMapping (0 , 2 , nic_s_from_network ) ;
93 to_host_map . AddMapping (1 , 2 , nic_c_from_network ) ;
94 to_host_map . AddMapping (0 , 3 , sink_chan ) ;
95 to_host_map . AddMapping (1 , 3 , sink_chan ) ;
96 NodeDeviceToChannelMap from_host_map ;
97 from_host_map . AddMapping (0 , 2 , nic_s_to_network ) ;
98 from_host_map . AddMapping (1 , 2 , nic_c_to_network ) ;
99 from_host_map . AddMapping (0 , 3 , sink_chan ) ;

100 from_host_map . AddMapping (1 , 3 , sink_chan ) ;
101 NodeDeviceFi l ter node_dev i ce_f i l t e r ;
102 node_dev i ce_f i l t e r . AddNodeDevice (0 , 2) ;
103 node_dev i ce_f i l t e r . AddNodeDevice (1 , 2) ;
104 node_dev i ce_f i l t e r . AddNodeDevice (0 , 1) ;
105 node_dev i ce_f i l t e r . AddNodeDevice (1 , 1) ;
106
107 auto spanner_ns3 = create_shared<NetworkSpanner>(
108 TraceException : : kSpannerIsNul l ,
109 trace_environment ,
110 "NS3" ,
111 t race r ,
112 from_host_map ,
113 to_host_map ,
114 node_dev i ce_f i l t e r ) ;
115
116 const std : : set<EventType> t o_ f i l t e r { trace_env_conf ig . BeginTypesToFilter ( )

, trace_env_conf ig . EndTypesToFilter ( ) } ;
117
118 auto event_f i l ter_h_s = create_shared<EventTypeFilter >(
119 TraceException : : kActorIsNul l ,
120 trace_environment ,
121 t o_ f i l t e r ,
122 t rue ) ;
123 auto timestamp_fi lter_h_s = create_shared<EventTimestampFilter >(
124 TraceException : : kActorIsNul l ,
125 trace_environment ,
126 timestamp_bounds ) ;
127 const ComponentFilter comp_f i l te r_server ( " ComponentFilter−Server " ) ;
128 auto gem5_server_par = create_shared<Gem5Parser>(
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129 " par s e r ␣ i s ␣ nu l l " , trace_environment , " Gem5ServerParser " ,
comp_f i l t e r_server ) ;

130 auto gem5_ser_buf_pro = create_shared<BufferedEventProvider<kNamedPipes ,
kLineBuf ferS izePages >>(

131 TraceException : : kBuf fe redEventProv ider I sNul l ,
132 trace_environment ,
133 " Gem5ServerEventProvider " ,
134 r e s u l t [ " gem5−log−s e r v e r " ] . as<std : : s t r i ng >() ,
135 gem5_server_par
136 ) ;
137 std : : o f s tream out_h_s ;
138 auto printer_h_s = c r e a t eP r i n t e r ( out_h_s , r e su l t ,
139 "gem5−s e rver−events " , t rue ) ;
140 auto func_f i l ter_h_s = create_shared<HostCal lFuncFi l ter >(
141 TraceException : : kActorIsNul l ,
142 trace_environment ,
143 b l a ck l i s t_ func t i on s ,
144 t rue ) ;
145 auto handler_server_host_pipe l ine =
146 create_shared<std : : vector<std : : shared_ptr<Handler<std : : shared_ptr<

Event>>>>>(" vec to r ␣ nu l l " ) ;
147 handler_server_host_pipe l ine−>emplace_back ( timestamp_fi lter_h_s ) ;
148 handler_server_host_pipe l ine−>emplace_back ( event_f i l ter_h_s ) ;
149 handler_server_host_pipe l ine−>emplace_back ( func_f i l ter_h_s ) ;
150 handler_server_host_pipe l ine−>emplace_back ( printer_h_s ) ;
151 auto se rve r_host_p ipe l ine = create_shared<Pipe l ine<std : : shared_ptr<Event

>>>(
152 TraceException : : kP ipe l ineNul l ,
153 gem5_ser_buf_pro ,
154 handler_server_host_pipe l ine ,
155 spanner_h_s ) ;
156
157 auto event_f i l ter_h_c = create_shared<EventTypeFilter >(
158 TraceException : : kActorIsNul l ,
159 trace_environment ,
160 t o_ f i l t e r ,
161 t rue ) ;
162 auto timestamp_filter_h_c = create_shared<EventTimestampFilter >(
163 TraceException : : kActorIsNul l ,
164 trace_environment ,
165 timestamp_bounds ) ;
166 const ComponentFilter comp_f i l t e r_c l i en t ( " ComponentFilter−Server " ) ;
167 auto gem5_client_par = create_shared<Gem5Parser>(
168 " par s e r ␣ nu l l " , trace_environment , " Gem5ClientParser " ,
169 comp_f i l t e r_c l i en t ) ;
170 auto gem5_client_buf_pro = create_shared<BufferedEventProvider<

kNamedPipes , kLineBuf ferS izePages >>(
171 TraceException : : kBuf fe redEventProv ider I sNul l ,
172 trace_environment ,
173 " Gem5ClientEventProvider " ,
174 r e s u l t [ " gem5−log−c l i e n t " ] . as<std : : s t r i ng >() ,
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175 gem5_client_par
176 ) ;
177 std : : o f s t ream out_h_c ;
178 auto printer_h_c = c r e a t eP r i n t e r (out_h_c , r e su l t ,
179 "gem5−c l i e n t −events " , t rue ) ;
180 auto func_f i l ter_h_c = create_shared<HostCal lFuncFi l ter >(
181 TraceException : : kActorIsNul l ,
182 trace_environment ,
183 b l a ck l i s t_ func t i on s ,
184 t rue ) ;
185 auto hand le r_c l i ent_host_pipe l ine =
186 create_shared<std : : vector<std : : shared_ptr<Handler<std : : shared_ptr<

Event>>>>>(" vec to r ␣ nu l l " ) ;
187 handler_c l i ent_host_pipe l ine−>emplace_back ( timestamp_filter_h_c ) ;
188 handler_c l i ent_host_pipe l ine−>emplace_back ( event_f i l ter_h_c ) ;
189 handler_c l i ent_host_pipe l ine−>emplace_back ( func_f i l ter_h_c ) ;
190 handler_c l i ent_host_pipe l ine−>emplace_back ( printer_h_c ) ;
191 auto c l i en t_hos t_p ipe l i n e = create_shared<Pipe l ine<std : : shared_ptr<Event

>>>(
192 TraceException : : kP ipe l ineNul l ,
193 gem5_client_buf_pro ,
194 handler_c l i ent_host_pipe l ine ,
195 spanner_h_c ) ;
196
197 auto event_f i l ter_n_s = create_shared<EventTypeFilter >(
198 TraceException : : kActorIsNul l ,
199 trace_environment ,
200 t o_ f i l t e r ,
201 t rue ) ;
202 auto timestamp_fi lter_n_s = create_shared<EventTimestampFilter >(
203 TraceException : : kActorIsNul l ,
204 trace_environment ,
205 timestamp_bounds ) ;
206 auto nicbm_ser_par = create_shared<NicBmParser>(
207 " par s e r ␣ nu l l " , trace_environment , " NicbmServerParser " ) ;
208 auto nicbm_ser_buf_pro = create_shared<BufferedEventProvider<kNamedPipes ,

kLineBuf ferS izePages >>(
209 TraceException : : kBuf fe redEventProv ider I sNul l ,
210 trace_environment ,
211 " NicbmServerEventProvider " ,
212 r e s u l t [ " nicbm−log−s e r v e r " ] . as<std : : s t r i ng >() ,
213 nicbm_ser_par
214 ) ;
215 std : : o f s t ream out_n_s ;
216 auto printer_n_s = c r e a t eP r i n t e r ( out_n_s , r e su l t ,
217 " nicbm−s e rver−events " , t rue ) ;
218 auto handler_server_nic_pipe l ine =
219 create_shared<std : : vector<std : : shared_ptr<Handler<std : : shared_ptr<

Event>>>>>(" vec to r ␣ nu l l " ) ;
220 handler_server_nic_pipe l ine−>emplace_back ( timestamp_fi lter_n_s ) ;
221 handler_server_nic_pipe l ine−>emplace_back ( event_f i l ter_n_s ) ;
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222 handler_server_nic_pipe l ine−>emplace_back ( printer_n_s ) ;
223 auto se rve r_n i c_p ipe l ine = create_shared<Pipe l ine<std : : shared_ptr<Event

>>>(
224 TraceException : : kP ipe l ineNul l , nicbm_ser_buf_pro ,

handler_server_nic_pipe l ine ,
225 spanner_n_s ) ;
226
227 auto event_f i l ter_n_c = create_shared<EventTypeFilter >(
228 TraceException : : kActorIsNul l ,
229 trace_environment ,
230 t o_ f i l t e r ,
231 t rue ) ;
232 auto timestamp_filter_n_c = create_shared<EventTimestampFilter >(
233 TraceException : : kActorIsNul l ,
234 trace_environment ,
235 timestamp_bounds ) ;
236 auto nicbm_client_par = create_shared<NicBmParser>(" par s e r ␣ nu l l " ,

trace_environment ,
237 " NicbmClientParser " ) ;
238 auto nicbm_client_buf_pro = create_shared<BufferedEventProvider<

kNamedPipes , kLineBuf ferS izePages >>(
239 TraceException : : kBuf fe redEventProv ider I sNul l ,
240 trace_environment ,
241 " NicbmClientEventProvider " ,
242 r e s u l t [ " nicbm−log−c l i e n t " ] . as<std : : s t r i ng >() ,
243 nicbm_client_par
244 ) ;
245 std : : o f s tream out_n_c ;
246 auto printer_n_c = c r e a t eP r i n t e r (out_n_c , r e su l t , " nicbm−c l i e n t −events " ,

t rue ) ;
247 auto hand l e r_c l i en t_n ic_p ipe l ine =
248 create_shared<std : : vector<std : : shared_ptr<Handler<std : : shared_ptr<

Event>>>>>(" vec to r ␣ nu l l " ) ;
249 hand le r_c l i ent_nic_pipe l ine−>emplace_back ( timestamp_filter_n_c ) ;
250 hand le r_c l i ent_nic_pipe l ine−>emplace_back ( event_f i l ter_n_c ) ;
251 hand le r_c l i ent_nic_pipe l ine−>emplace_back ( printer_n_c ) ;
252 auto c l i e n t_n i c_p ip e l i n e = create_shared<Pipe l ine<std : : shared_ptr<Event

>>>(
253 TraceException : : kP ipe l ineNul l , nicbm_client_buf_pro ,

hand le r_c l i ent_nic_pipe l ine ,
254 spanner_n_c ) ;
255
256 auto event_f i l t e r_ns3 = create_shared<EventTypeFilter >(
257 TraceException : : kActorIsNul l ,
258 trace_environment ,
259 t o_ f i l t e r ,
260 t rue ) ;
261 auto t imestamp_fi l ter_ns3 = create_shared<EventTimestampFilter >(
262 TraceException : : kActorIsNul l ,
263 trace_environment ,
264 timestamp_bounds ) ;
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265 auto ns3_parser = create_shared<NS3Parser>(" par s e r ␣ nu l l " ,
trace_environment , " NicbmClientParser " ) ;

266 auto ns3_buf_pro = create_shared<BufferedEventProvider<kNamedPipes ,
kLineBuf ferS izePages >>(

267 TraceException : : kBuf fe redEventProv ider I sNul l ,
268 trace_environment ,
269 " Ns3EventProvider " ,
270 r e s u l t [ " ns3−l og " ] . as<std : : s t r i ng >() ,
271 ns3_parser
272 ) ;
273 std : : o f s t ream out_ns3 ;
274 auto pr inter_ns3 = c r e a t eP r i n t e r ( out_ns3 , r e su l t , " ns3−events " , t rue ) ;
275 i f ( not printer_n_c ) {
276 throw_just ( source_loc : : cu r r ent ( ) , " could ␣not␣ c r e a t e ␣ p r i n t e r " ) ;
277 }
278 auto ns3_event_f i l t e r = create_shared<NS3EventFilter >(
279 TraceException : : kActorIsNul l ,
280 trace_environment ,
281 node_dev i ce_f i l t e r ) ;
282 auto handler_ns3_pipe l ine =
283 create_shared<std : : vector<std : : shared_ptr<Handler<std : : shared_ptr<

Event>>>>>(" vec to r ␣ nu l l " ) ;
284 handler_ns3_pipel ine−>emplace_back ( t imestamp_fi l ter_ns3 ) ;
285 handler_ns3_pipel ine−>emplace_back ( event_f i l t e r_ns3 ) ;
286 handler_ns3_pipel ine−>emplace_back ( ns3_event_f i l t e r ) ;
287 handler_ns3_pipel ine−>emplace_back ( pr inter_ns3 ) ;
288 auto ns3_pipe l ine = create_shared<Pipe l ine<std : : shared_ptr<Event>>>(
289 TraceException : : kP ipe l ineNul l ,
290 ns3_buf_pro ,
291 handler_ns3_pipel ine ,
292 spanner_ns3 ) ;
293
294 auto p i p e l i n e s = create_shared<std : : vector<std : : shared_ptr<Pipe l ine<std : :

shared_ptr<Event>>>>>(" vec to r ␣ i s ␣ nu l l " ) ;
295 p i p e l i n e s −>emplace_back ( c l i en t_hos t_p ipe l i n e ) ;
296 p i p e l i n e s −>emplace_back ( se rve r_host_p ipe l ine ) ;
297 p i p e l i n e s −>emplace_back ( c l i e n t_n i c_p ip e l i n e ) ;
298 p i p e l i n e s −>emplace_back ( s e rve r_n i c_p ipe l ine ) ;
299 p i p e l i n e s −>emplace_back ( ns3_pipe l ine ) ;
300 spdlog : : i n f o ( "START␣TRACING␣PIPELINE␣FROM␣RAW␣SIMULATOR␣OUTPUT" ) ;
301 RunPipel ines<std : : shared_ptr<Event>>(trace_environment . GetPoolExecutor ( ) ,

p i p e l i n e s ) ;
302 t r a c e r . FinishExport ( ) ;
303 spdlog : : i n f o ( "FINISHED␣PIPELINE" ) ;
304
305 e x i t (EXIT_SUCCESS) ;
306 }
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